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A growing problem

The amount of saftware in consumer electronic productsis
currently doubling about every 18 months.

e Linescan TVshave~250,00lines of C.
e Therearearound 20000linesof Cinacar.

e  Most consumer devices, washing-nmechinesand soonhavea
fewK of scftware.

e TheArbus A340and Boaing 777 aretatdly dependent on
soitware, (more later...).
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Problems - real or imagined ?

Airbus A0 GVAEL 16/09/A, Heathrow.

o Soitwarearor caculated fud incorredtly.

e Bahsoreenswent blank, “ Pleasewait ...” .

o Faneturned right wheninstructed toturn left.

e Planedescended a 9 degrees when instructed to descend at
3degrees.

Nat all of these et believed fixed.

¥y
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Problems - real or imagined ?

and ships....

Paradigm v. measurement: v.

The ultimate highttech USS Yarktoann wes left dead inthe
weter off the coast of Virginiafar an hour onaweekend in
Septenber, 1997 dueto soitwarefalure

The ship hed tobe reboated.

(Perhaps there should be aninternationd flag signdl far
“ Pleasewait ...” ).
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Problems - real or imagined ?

Carstoo....

o 22/July/1990. Generd Matars hastorecall 35million vehides
because of asoitware defect. Sgpping distanceswere
extended by 1520 metres.

e Fedard investigators recalved amost 11,000 conplaints as
well reports of 2,111 crashes and 293 injuries.

e Recdl costs? (Anexerasefar the reader).
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not forgetting ...

Ariane5
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How Ariane5 failed ...

Actuator (steering) software actually writtenin Ada, but it is
equivalent tothe follomng Ccode:

short S,

s =d, ) *Q i
V-

—_—

S
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Anatomy of another big bug ...

In Ariane 5, the fallomng sequence occurred:-

o A64Dit floating pant nunber wes farced into a 16-hit integer
In anon-critical conponent
« Whenit overfloned, the programming language (Ada)

generated an exception whichwes dlowed to shut doanthe
systeminduding critical components for actuatar contra

o Thesystemhad twin-channel redundancy but the saime
software was running in each channd.

o If asloppier language had been used, there would have been
nocrasn
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The PC picture...

System Defect Rate % reboots
W’'95 + Office levery 42 28%
minutes
Mac OS + Office 1 every 188 56%
minutes
Unix (Software < 1 per year 100%
development)
Linux (Various) None -
experienced in 2
years

+
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A few morerecent vignettes...

e  Aug. 1999 MCl Warldcomi' sinternationd frame relay
network suffers mgar software cdlapse.

e Aug. 1999 ERNIE, (K premumbond generatar) hed
software defects causing thousands of genuinewinners nat to
be paid anything.

e  Sep. 1998 LTCM afinanda housein New York lost 44%of

fund value due to defects in conputer nodel Septenoer,
1998,

o Jul. 1998 Northern Examination Board, UK: Theexam
results of 100,000 students were affected by defectsinthe
marking software, July 1993
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An observable fact

Software systens are unigue aTongst engineering systens
Inthet tharr behaviour is dominated by repetitive failure.

Why ?

Jo XY
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Definitions of fault and failure

Software fallure is characterised by:-
— Faut
u Static property (identified before run-time)

u Can be identified in either design or source code as a
‘ mistake’

u Not all faults fail
— Ralue
u Dynamic property (identified at run-time)

u Defined to be difference between actual and expected run-
time behaviour.

L L
u Every failure is caused by at least one fault.
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The relationship between fault and failure
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How do faults lead to failure ?

v Ed Adams of IBM (1984) found that
— ~33d dl fautsanly faled < onceevay 5000 exeoLtion years

— Thenmost commnfalures (>anceeay S5years) waecausad by
anly 24od thefauts

— Any caredian hed aoout al5echanced intracbang aprddema
leedt asligintothes/dam
v Pfleeger and Hatton (1997) found (amongst other things)
that:-

— ddicfaltsanddynamcfalurewaehgly cardaedinahgh
rdidality sygem
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Control Process feedback - the essence of engineering improvement

Feed-back into Measure samplgs
Process to 44— of product for
improve it quality

'

- T .
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Language standardisation ...

v Language standardisation disobeys contral process feedback
In several inportant ways:-
— Itisdnaradaisad by unoondraned aegtivity
— |t comddadyigaesmessrarat
— The' ma nat lreskddoodE  rUemeansfesdoack isaipded o
dthough things are continually adoed, nahingever gastakenat in
radice
— Itisapditicd eswdl asatednicd prooess. Dt things et Ieft in
A contral process engineer would conclude that languages can
never get better.
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Occurrenceratesin F77 applications

AVAV =T a s=ahir— U ) i3 o
]
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Failure of statically detectable faults

Data derived from CAA CDIS

Average Thorough
dynamic dynamic
testing testing
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Overview

v Paradigmshift is characterised by:-
— Fashon/ makkeingfoous
— Qedivity aiiven
— Theconddeedsnced meesrarat
— Maximsssthingstheegnesr CANdo.
v Contrd process feedback is characterised by:-
— BEgneaingfoous
— Messrarat andadyasd falure
— Ruthlessdimngiond knoanfalurenodes
— Maximsssthingstheegnes canNOT o,
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Overview

v Three measurement-driven lessons:-
— Dded damaty isrdaivdy indgoendat of programming languece
— Ddfed daatyisdnmogt congtat with timein thelagt two decackes

— Indgoancat indematdionsd thesaredgothminthesame
prayarmnglanguegecanvayinszehbyfadasd & leegt 3
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1. Defect density isrelatively independent of language

Part of aworldwide survey of defect densities:

Source Language Errors/ | Formd Life-cyde
KLOC met hods
used

Semens- operaing systems Assembl ers 6-15 No Rel esse

I PL - | anguage par ser C 20-100 | No Dev. only
NAG- scentificlibraries Fortran 3 No Rel esse
Praxis- Air-trafficcontrol C 1.25 Yes Rel esse
LI oyds- | anguage par ser C 14 Yes Rel esse
IBM d eanroom Vaious 34 Part Rel esse
IBM normd Vaious 30 No Re esse
Lord - IBM MVS Vaious 0.5* Part Projected
Basili & Perricone(1984) Fortran 6-16 No Rel ease
Compton & Withrow (1990) | Ada 2-9 No Rel esse
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2. Defect dengity isrelatively constant with time

Errors per 1000 lines at NASA Goddard 1978-1990
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3. Independent implementations vary dramatically

v Inthe Knight-Leveson (1986) experiment -
— Zrvaesansd thesamedgaithmware ded goad indgoendatly in
Pascd

— Thesrdles hedaround 3Dlinesadthelargest wesover 1000
lines

— Thentd rdiddeddna fal in1miliontnds thelesst rdidde
faled nealy 10,000tines

S
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The OO paradigm snift

v Qoject-Orientation and its implementation languages are a
true paradigmshift characterised by:-
— Qed catantythatitis' theweytoqo
— Alnogt nomesaramat
— Bhomousmakeing

It meywdl betheway to go lut without messureamant besd
festhack, wesndydon' tknon. Herearesorereoat
messrargis-
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Measurement feedback on object-orientation, (Humphrey 1995)

Relative time to fix defects in C++
v. Pascal (Humphrey)
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Measurement feedback on object-orientation, (Hatton, 1998)
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Measurement feedback on object-orientation

Sunmary of known measurements

o CHQOsysteans have conparadle defedt densitiesto
conventionad Cor Pasca systens.

o Eachdefect inaC+H QOsystemtakes between 2 and 3times
longer tofix than aconventiond system Thisistruefar bath
sinple defects AND difficult ones. Thewhdedistributionis
rght shifted.

o  Conmponents using inheritance have been doserved tohave 6
times the defect density, (Shepherd & Cartwright, 1999).

How nmuch of thisis attributable to CH-is unknonn.
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Diagnosis

One of the central ways of improving feedback is good failure
diagnosis. However, several factors inhibit diagnaosis

e Systemconplexity and coupling

e BEngineer over-gptimsmileading to poar diagnostics and
henceto poar diagnasis

o andmeasurement suggests, iIncreasingly conplex paradign's.
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Diagnosis

Diagnostjc

Distance

i | Difficult Moderate

Close | Modyae Eesy

> Diagnostic
Poor Good Quality
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Moderate, (distant/good)

An example fromreal life, Airbus A320 AR319, 258/88, (Mellor
(19A9)):-

« MAN PITCH TRIM ONLY, followed in quick succession
by ...

« Fault in right main landing gear

o Fault in electrical flight control system computer 2

« Fault in alternate ground spoilers 1-2-3-5

o Fault in left pitch control green hydraulic circuit

o Loss of attitude protection

« Fault in Air Data System 2

« Autopilot 2 shown as engaged when it was disengaged "":*3
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Difficult, (distant/poor)

“ Pleasewalt ...”

o Thsapearedontheplda’ sandcopild’ smainconsdeon
Airbus A0 G- VAEL In Sept, 1994 over Heathrow,

S
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Difficult, (distant/poor)

“ Pleasewalit ...”
o  Anacoeptable substitute mght have been-

* The Hight Management Systemheas cdllgased, reboating
will take sligntly lessthan N of your Earthminutes. Try

whistling.” .

Jo XY
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Moderate, (close/poor)

o Thsagppeared onthe cashregisters of theauthar’ sloca pub.
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Moderate, (close/poor)

e  Anhour of exating discussion about conTrunication
pratooals, deadlocks and such later, the author and friend
redlised an acceptadle substitute mght have been:-

* Printer out of paper” .

S
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Moderate, (close/poor)

* Brror -23009: there are already more than 64 TCP or UDP
streans open {tcp:104}”

o Thisappeared onthescreend theauthar’ s newMacdintosn
G3 desktagp running Apple’ slatest and greatest version of
CS8, (¢ the comuter for therest of us” ).

Jo XY
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Moderate, (close/poor)

* Brror -23009: there are already more than 64 TCP or UDP
streams open {tcp:104”

 Twodesdate hourslater the author redised thet an
acceptable substitute mght have been:-

* Modemnat responding” .

S
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Moderate, (close/poor)

* Button push ignored”

o Thsappears onthe Hight Management Systemd a
McDonndll-Douglas MD-11, (Drury (1997))

It Isnat dear whet the progranmmer istrying to convey.

* Parisisthe capita of France” would have been equaly
useful.

o Thepilat dsonaed” Thearplane [computer system
manuals were witten as though by areatures from
anather planet” .
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Documentation difficulties

Speaking of other planets, note the followng excerpt from
IBM OS Data management ...

o« “If the control password has read without password
protection, its secondary passwords must also have read
without password protection. A request for a read only or for
a read write secondary password will result in a read without
password secondary password. If aread without password
control password is changed to either a read only or read
write control password , all its secondary passwords will
automatically become read write secondary passwords.”

Imegine trying to diagnose afallure back toafault inthis
requirement. &3
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Moderate, (close/poor)

* Line 23 Incompatible types”

o Typicd Coompiler spesk

o Theannoyingthing hereisthat the comiler writer knons
precisaly whet the types are but is determned tobring alittle
exatement intothe programmer’ s sed, mserablelife.

o \hentheprogranmer searchesthe ISOC standard for
enlightenment ...
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Compatible types, oh joy ...

v ThelSOCstandard states in essence:-

— CGoidetypssaethesarg bu conpetidetypesnesdna e
idaticd.
v Nowthe Oxford English Dictionary states:-
— |daticd =thesame

S

Paradigm v. measurement: v. 1.0, 08/Sep/1999, (slide 46) © OC Copyright, 1999 &‘




Easy (close/good)

Dereference pointer contents 0x0 at
strlen(...) called from

line 126 of myc_constexpr.c called from
line 247 of myc_evalexpr.c called from

line 2459 of myc_expr.c

Thsiscdledastacktrace. It pants unerringly at the responsible
code line and usudly takes amatter of momentstofix.
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Thereasonsfor repetitive failure

The falomng factors very commonly appear -
e \Wedon' tlearnfromour mstakes

o \eaeruled by unconstrained cregtivity i.e. fashion, rather
than sound engineering

o  Software enginears expedt tharr systenstowark rather than
aoccepting therr inevitable failure and planning accordingly

o Paradigmshifting opears to be making diagnosis nore
difficult

o  Software systers are getting muchlarger and moretightly
coupled ingenerd
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Repetitivefailurein the outsidde world

v Just toshowthat reluctancetolearnisn’ t solely the preserve of
software engineers ...
— TheDG10cagodoa sop
u In the six months prior to the dreadful crash of the Turkish
Airlines DC-10 in Paris in March 1974, there had been no less
than 1000 cargo door incidents amongst the then 100 strong
fleet of DC-10s. They were disregarded.

u In this incident, the cargo door fell off, and the resulting de-
pressurisation caused the cabin floor to collapse severing
vital control cables..
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Feedback in action ...
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