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Omanven

0 Legal stuff
0 Risk
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Hovmanywayscanl suethee?

0 Criminal Law

— Best nat think about this. 1t might spail your day.
0 Civil Law

— Law of Contract

— Lawof Tort (negligence)

— Product Lidhility (Consumer Pratection Act)
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Hovmanywayscanl suethee?

0 Lawof Contract
— Bfetivdy theanly aenue currantly usad by the courts
— Issoftwaregoosar asavice ?
0 Different legal regimes (Sale of Goods Act) or
(Goods and Services)

— Contracts Shouddlowfor falureand mitigate accordngly
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Hovmanywayscanl suethee?

0 Lawof Tort (negligence)
— Onusisonpantiff toprove negigance
— Sandard tests (praximity, soead rdationship)
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Hovmanywayscanl suethee?

0 Product liability (Consumer Protection Act)
— Snct lidlity (unlike Tart)
— Rdaiondhip o soitwarewiththe Ad isna vary dear
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Omanven

0 Legal stuff
0 Rsk
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Ddintians

— Rk iswhenyoudan' t knowwha will hapen but you do know
the pracdlities
— Uncatanty iswhenyoudon' t eveen knowthepraogalities
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Thedard coflid

The study of risk is an eternal struggle between:-
— Thosewhowishto quantify it
— Thosewhofed it cannat be quantified
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Ametharetidan’ svewd nk

If Risthe Rsk, Fthe Frequency and Cthe Consequence:
R=FxC

Sounlikdy catastraphic events have asimilar risktovery
frequent but unimpartant events.

Meatheraticdan’ s aways seekto quantify risk

&
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Anpaditione’ svevd nk

It is fundamentally impossible to quantify risk because of -
— Prddarsd messuramat
— Faluretotake acoount of sk compensation, (peode
compensatefar gedte safety by teaking morensks)
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Pddarsd messrarat - Agmius svewvd nk

“ If aguy tdls methet the probahility of falureis 1in 10°, | know
e sfull of crap.”

Richard P. Feynmann, Nobel Laureate commenting on the NASA
Challenger disaster.
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Rk conmpansation

Problem:-

— 0maaodigsayear aekilledin acadentsinthe UK.

Solution
— Bannaargydes

DoUssS...
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Therisk themrogtat, (). Adarg)

This view of risk argues:-
— Bvenybody hasapropengty totekernisk
— Thisprgpengty varies batwean pegde
— Rsk-takingisinfluenosd by therenards
— Paogtions o risk areinfluencad by exparience o losses- oné sown
andahas

— Rsk-taking invdved alelanang batwean the prapansity totake nsk
andthe parcaved sk
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Thedaced the' nkthanodas

Interaction in society involves:-

— Continuous dencedf evary indvidud’ srisk thermogtat and interaction
with aher sk thamogtes

— Unoalying dhaoswhich further undermines quantification
If asit seavs quantification seavsimposskde aethareany usdul

pettans?
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Patansinunoatanty

Thed menegaid vieasd nature, (Hdling)

Nature capricious,
fatalist

Nature benign,
lai ssez-faire
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Dffaat raiodities

— Rationd argumant is besad upon logc, matheamaticsand grammer

— Inanuncatanwarld, raiond argumants are condructed on pramses
beyond rationdlity

— Pegdegyy dfferat viens o naurein araiond agumant
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Dffaat raiodities

The four basic rationalities are:-
— Indvdudigt
0 relatively free from control by others and seek to control their
environment. Example - hacker.

— Higachg
0 inhabit a world of strong group boundaries and hierarchical
structures. Example - quality manager

— Editaian
0 Strong group loyalties but little respect for externally
imposed rules. Example - users

— Fadig
0 Resigned to their fate and make no effort to change it. f"“?
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Dffaat raiodities

If asked howwe manage risk, the reactions of the four basic
rationalities are:-

— Indviaudis
0 asserts we are already over-regulated and we should leave it
to market forces

— Higadig

0 says we need more research but things are basically OK
— Editaian

0 urge precaution and press for urgent action
— Fadig

0 watch television and buy lottery tickets
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Condusansebout K

— Itisdmost imposskdeto quantify sk or & lesst wehavetatdly faled
toachieeit sofar

— Redigngthat each parson gorcedhes arisk with some dynamic
mixtured thefour besc raionditiesisimpartant toundasanding the
Inherantly assoaative neture o nsk.
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Gondusiansabau risk, (J. Adag)

— Brayoedseissaskingtomaenagensk too

— Bvanybodyisguesang. If they knew; itsnat sk

— Guessssaeextravdy influenced by bdiefs

— Thebenavour of aharsand the benaviour of natureareyour sk eMronmant
— Unlesspadé  spropengty totake risk is reducat -

0 Safety intervention simply leads to responses which re-establish the
level of risk

0 Safety intervention redistributes risk but does not reduce it
— Soencewill continuetoinvent newrisks
— Inthedance d therisk thermodtats, thenmugc never Sops
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Rde/axe

SOwha dossdl thishaveto dowith risk and bendit in moden softwere
engneging?
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What canwedb?

Aswe saw earlier in the discussion of risk,

— Wemud reducethe prapansity of softwere menega's and exgnearstotake
naks
0 By making managers more aware of the cost of failure

0 By making engineers and managers more aware of the ability of
testing technology to reduce the cost of failure

— Wl it hdptoproduce morerdidde soitwere ?

0 Probably not. Every observation of society suggests that risk
compensation usually balances risk mitigation. In software
engineering, an improvement in basic reliability will probably be
offset by the addition of new features ;ﬁ&
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Apeddion

Improvements in software testing will nat in general lead toinproved
reliability. They will simply lead to nore features at least inthe
foreseeable future.

If we judge such asystemto be better then we are making progress,
however if we are building critical systems, feature introduction nust
take second place to reliability improvement.

Bath feature introduction and reliability improvement do nat seemtobean
gption.
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