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Control Process feedback - the essence of engineering improvement

Feed-back into Measure samplgs
Processto | @ | of product for
improve it quality

'
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If you want to improve reliability, measure and

analyse failures.
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Overview

Modean avbedded sysarsaredaradtearissd by:-
— Bxponantidly increeang condexity
— Chaedticldnaviaur
— Higher couding
— Tedingdffiauties
— Vayhghod o falure

v. 1.1, 24/Mar/2000 , (slide 1 - 4).
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Exponentially increasing complexity

The amount of software in consumer electronic productsis
currently doubling about every 18 months.

e LinescanTVshave~290000linesof C.

e Thaeare>290000linesdf Cinacar. Thisoccurs
throughout the car with substantia amounts of critical codein

ar-bag contrd, braking systens and engine managemen.

e  Network management systens have multi-milionlines of
code.

e Aradft have between 1 and 10 milion lines of code.
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Growth of softwarein Airbus A3XXX
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Chaotic behaviour

AT & TJan, Jan 15, 1990

e Snglemsplaced line of Cin3million lines by-passed network
error-recovery code

o  For 9hours, milions of long-distance callers just heard
message” al drcuits are busy”

. Reported $L1 billion loss

S
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Anatomy of a $1billion bug

switch( message)
{
case INCOMING _MESSAGE:

if (sending_switch == OUT_OF_SERVICE)

{
if (ring_write_buffer==EMPTY )
send _in_service _to_smm(3B);
else
break; /*Whoops!*/
}

v.11, 24/Mar/2000 , (slide 1- 8). Process_incoming_message(); /* skipped */
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Higher coupling

Most modern systens are inplemented as networks

o  TheAirbus A30 has more than 150 cormrunicating computer

systens

v. 1.1, 24/Mar/2000 , (slide 1 - 9).
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Testing difficulties

Conplex, coupled embedded systems suffer fromthe
folomng testing difficulties:-

e  Building and executing tests efficently, particularly with
Interrupt driven systens

e Diagnosing dynamicfailure
e Achievinggoodtest coverage
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High cost of failure

Carstoo....

o  22/July/1990. Generd Matars hastorecall 35million vehides
because of asoitware defect. Sgpping distanceswere
extended by 1520 metres.

e Fedard investigators recalved amost 11,000 conplaints as
well repats of 2,111 arasnes and 293 injuries.

e Recdl costs? (Anexerasefar the reader).

S
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High cost of failure
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Embedded systems tend to follow the high curve.
Data from Boehm, (1981) and many others.
Note that curve kicks only around coding stage.

v. 1.1, 24/Mar/2000 , (slide 1 - 12).
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Modern trends in embedded systems

The falomng trends can be identified

e  Continued rapid grosmth

e  Moreponerful processars

e Inareasing use o floating pant arithmetic

o Used ather languages such as Javadthough C continues to
domnate mainly because o effiaency, (and Cis nowbeing
targetted on embedded systens by the standards bodies).
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Preparing the ground

Hxingtheddinitions
— Afaltisagaicdly dtedadeprapaty of apeced code
araceao
— Afalueisafaut ar sg o fautswhich together causethe
gydamtohowvunexpadtad bdhavaur & runtime
— Addet abugisagaaictamfa athe fautswhicnfal
a fautswhichcdonat.

— Fadt danstyisthenumoa o faultsdvided by the
nuba o linesof ooce
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Where and how do defects occur historically ?

Al faudts

Those faults
which fail

v. 1.1, 24/Mar/2000 , (slide 1 - 16). © L.Hatton, 2000-
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Mean timeto fail in Adams (1984)

Mean time to fail

35

30

25

20

15

10

1.6 5 16 50 160 500 1600 5000

Y ears

v. 1.1, 24/Mar/2000 , (slide 1 - 17). © L.Hatton, 2000- E




Overview

Ovaview

Faultsv. Falure

Satic Fault modes
Dynamicfaluremodes

Embadded sygas findingthelbaance

OO oo o O

Sl
A

v. 1.1, 24/Mar/2000 , (slide 1 - 18). © L.Hatton, 2000-




Satic fault modes

There are two kinds of statically detectable fault mode

Directly detectable fault

Indirectly detectale fault

v. 1.1, 24/Mar/2000 , (slide 1 - 19).
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Directly detectable fault

0 Wewill esadish thefdlomMngdhan of reesoning -
— Knoanfaut modesexist in progranming languieges

— Theygpear regllalyinuss’ sooce
— Thesefadtsfal with aoatan freouecy

Jo XY
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Sources of information

0 Sourossdf informetion on prodaraticbehaviour inlangueges
comefromtwo sources -
— Theaommitte2 swark, (famely identified prademaress).
Araximedy 3Diters
— Expaienceinthewalda largethrough nensgrous
conlang.c, the Odfuscated Caanpdtition and o on, (infamrelly
Idatified prddemaress). Agyaxinatdy A0itars
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Problems with programming languages

The need for subsetting programming languages

Subset of

well-defined
Scope of Standard features
language

Extensions
Subset of
allowed features

v. 1.1, 24/Mar/2000 , (slide 1 - 22). © L.Hatton, 2000-




Fault frequenciesin C applications
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Data like this is extractable using tools such as the Safer C Toolset,

(http: /www.oakcomp.co.uk) %
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Fault frequenciesin Fortran 77 applications
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Where and how do defects occur historically ?

Data derived from CAA CDIS

35 T
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testing testing

This study shows that statically detectable faults do in fact fail
during the life-cycle of the software.

T
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Where and how do defects occur historically ?

Condusonson e aubsdting
— Wecean proethefdloning

0 There is a class of defect in programming languages which
to a significant extent is statically detectable, widely
reported and entirely avoidable

0 This class of defect evades conventional testing to the
extent of around 8 residual defects per 1000 lines of code

0 A significant percentage of this class of defect fails during
the life-cycle of the code but we are not able to predict
which faults fail, so we must remove them all.

— Bgnex educationandtod sugpat isauad totheocontrd df this
dassdf dded. Todswhichanly daiedt but donat educatedonat

havethedesred effedt - thedaticndseprddem -"':TF

v. 1.1, 24/Mar/2000 , (slide 1 - 26). © L.Hatton, 2000-




Where and how do defects occur historically ?

Saicdly odetadefaut
Saicadyssaufasfrananasepddean

0 When sometimes its a fault and sometimes not, for

example:-
if (a=b)
instead of
if (a==Db)
0 In this case, if we warn of all transgressions those
statements which are OK will tend to hide those

which are not from the programmer. The ‘ signal’
Is hidden by the noise.

0 Some form of filtering is necessary, to maximise the
likelihood of positive detection, for example a safer

v. 1.1, 24/Mar/2000 , (slide 1 - 27). © L.Hatton, 2000-
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Do languages improve with time ?

0 Thingsgg worsewithtime Thefdloningaressof Care
pradaretic becausethecommitteecould nat agres

— At gadladsaionin1990(197itars)

— At redadadsdionin 1999 (36iters)
n By comparison, CHRI containsthewords -

— Unddined, 185times

— Ungoaafied, 120times
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Why languages can’ t improve

Feedback
crippled by
backwards
compatibility

ADD NEW
FEATURES

—>

Recognise poor
fedtures

T

Re-
standardise

language

Using the model of control process feedback, we see that
the feedback stage is crippled by the “shall not break old
code” rule or “backwards compatibility” as it is more

commonly known.

v. 1.1, 24/Mar/2000 , (slide 1 - 29).
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Satic fault modes

There are two kinds of static fault mode
o Diredly detectablefauilt
o Indiredly detectabdle fauilt
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v. 1.1, 24/Mar/2000 , (slide 1 - 30). © L.Hatton, 2000- &




Failures and component size, (new and changed)

Moller new actual

—LF— Moller new pred

¢ Moller chg actual

—— Moller chg pred

10 30 50 70 90 110

Size in statements

Data from an OS study at Siemens (1993)

v. 1.1, 24/Mar/2000 , (slide 1 - 31). © L.Hatton, 2000- E




What happens for big components ?

v. 1.1, 24/Mar/2000 , (slide 1 - 32).
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Another example

v. 1.1, 24/Mar/2000 , (slide 1 - 33).

Pascal Data supplied by Shepperd

(1995)
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Failure density and component size

v. 1.1, 24/Mar/2000 , (slide 1 - 34).
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Comparison of Ada and assembler,

Hatton (1997)
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Failure density and component size

Data from the GNU indent program, Swanton (1996)

v. 1.1, 24/Mar/2000 , (slide 1 - 35). © L.Hatton, 2000-
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The defect density U curve

For Ada, various assembler, C, C++, Fortran, Pascal and PL/M systems:

Defects pgr
KLOC

»
»

Average componentcomplexity

v. 1.1, 24/Mar/2000 , (slide 1 - 36). © L.Hatton, 2000- E




The defect density U curve - invasive truncation

In those systems where excessive complexity has been restricted:-

Defects pgr
KLOC

Average componentcomplexity

v. 1.1, 24/Mar/2000 , (slide 1 - 37).
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Theimportance of test planning

By far themod dfedtiveway of avaidingtheprodudion of untestade
prog avsistoteach devd opa showtotes.
Thishesthefdloning effets
— Itvaydtenanyifiesthecodesgificatly, (afactar o 3heslean

cdosaned)

— It fadlitatesimpartant test targetslike 100%0daerat coaragetole
ahe (far examrde Hethrowvar-tretficoontrd sytem, Pllespe

& Hattan (1597))
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Theimportance of test planning

Nates

— Thisdossnat undaminetheeddenced incgoancat tes grous It
Iy mekesthewak eege far theindgoandat tes gaups

— It encauragestheded gparstothink aoout theposshlity of falure
whichinpro/es ceSgn IssUes
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Complexity limiting, Hatton (1995)

The effects of test planning during development on system complexity
is very clear here.

Jo XY
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Conclusions

Saticdly deteteblefault

Wedonat knowin advencewhich saticaly detedddefautswill fal,

out onaerageasgificat paoatagewill
Condusons

— Surceccdedhaudna berdesssd with any deticaly detedddefalt

— Leamabout thefault modes o your languece

— Banared thegaicnaseprddem

— Trancedqgrasinteding they donda pradice untestade
componats
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Dynamic failure modes

Oilyaandahdf o dl thegaicfaut nodesaeddedade

gaicdly.

Therest mugt befaunddynamicdly. Thisrasesthecomnedted

rddend tet colgae

v. 1.1, 24/Mar/2000 , (slide 1 - 43).
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Dynamic failure modes

C (and C+) auffea fromthefdlomMngdynamcfalure
MOOKES -
— Expresson besdfalures
— Lbrary bessdfalures
— Mamay besdfalures
— Nonrrdougt aithimetic

S
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Expression based failures

Theseindude -
— Anthmeticovafiow, (aHbtoolag)
— Anthmaic undaflow, (abtoosdl) (floeatingpant anly)
— DMaonbyzag (z/0)
— Intege dvsand neive, (3-2)
— Rgt aftbya o negive (@>>-1, -1>>3
— Lossd preasonduringaoveraan
— Used unintidissd variades
— Aray boundvidaian
— DadaenangNULL
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Library based failures

Theeindude-
— Undhedked retum oodkes
— lllegd peramdte vdues
— lllegd ovawites

— llled fileguaatias
— Udeka' amc vdues

Jo XY
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Memory based failures

Thexeindude -

— llled free

— Mutigefree

— Mamayleks
— lllecd ovlawnites
— lllecH reeds

— FeangNULL, (nat anarar but unusud)

v. 1.1, 24/Mar/2000 , (slide 1 - 47).
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Non-robust arithmetic

Thexeindude-
— Lossd sgnificanceduetoaithmetic cancdletion

— Ddaut flost computationrather then doude, (aprddemdaed
with G+ and Jag).

Jo XY
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Coverage

Sidadory dynamctegingrequiresan esimeted tet coverage

usnga leest aned thefdloningaiteaia-

— Blokoowaeae
— Exit pant coeae

— Daasonoovaeeinvaiausfams

v. 1.1, 24/Mar/2000 , (slide 1 - 49).
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Getting the balanceright

Theganad difficultiesof dynamictegtingin emboadded sysesdong
with thar gr-onng compledaty sugoest:-
— Thereshaudlenoresdud daticaly ctedtadefault.
— Codeingoadiansshaudbeusd
Afte this dynamictedingidedly should achieve -
— Nodymamcfaluenodesfar someacogiadeled o tet covaae
far exarde 100%0d dl exeoutddedodss
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Moreinformation ...

For moreinformetion on safe” ubses gaticand dynamc
testing, downloadabletedhnica pubdicationsand ather links
you areinvted tobronseaur ste-

it/ A celkaop.oauk!
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