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1.Abstract

This papergivesan overviewof saferlanguagesubsetsin generalandconsidersonewidely-used

one, MISRA C, in particular.

The rationale,specification,implementation and enforcementof a safer languagesubseteach

introduceparticularproblemswhich hasled to their inconsistenttake-upover the yearsevenin

applicationswhich may be safety-relatedand definitely needsubsetrestrictions. Eachof these

areaswill bediscussedillustratingpracticalproblemswhich maybeencounteredwith standardsin

generalbeforefocussingon the widely usedMISRA C standard,MISRA (1998). The approach

taken  is necessarily empirical and where it is able quotes measurements.

The real objectiveof this paperis to producean empirically basedtaxonomyof programming

languagesubsetrulesto bring all theseissuestogetherandpromotetheconceptthata safersubset

mustbebasedon measurementprincipleshowevercrudelytheyarepractisedcurrentlyin software

development.

The concept of signal to noise ratio of a programming standard is also introduced.
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2.Overview

Rationale of a Safer Subset

The notion of subsettinga programminglanguagefor various reasonsis firmly rooted in the

historyof programming.Fromtheearliestdays,programmingstandardsgoverningtheproduction

of sourcecodeseemedto proliferate. As a result most organisationshaveoften very complex

documentswhich purport to restricthow a programmermay produceacceptablesourcecodein a

relevantprogramminglanguage. Every organisationthe authorhasbeeninvolved with sincehe

started programming in 1968 seems to follow this pattern.

The questionis why ? Why is that we feel a collectiveneedto do this ? Thereseemto be two

main strands of thought:

3.Promotionof a commonstyle. The predominantideahereis that if only programmers

wrote using the same style, they would find it much easier to read their colleague's code and

that this would contribute to an improvement in responsetime for changes,either

corrective, (fixing defects),perfective, (cleaning up without changingfunctionality), or

adaptive, (addingnew features). This is in generalan entirely internal view in the sense

that the end-usernormally neverseessourcecodeand simply doesn'tcarewhat it looks

like. The end-useris really only interestedin the behaviourof the system. Ruleswhose

rationale is based on the concept of style will be called category A rules here.

4.Avoidanceof programmingfeatureswhich are in somesensesuspect. In this case,the

rationaleis the recognitionthat particularfeaturesof a programminglanguageshouldbe

avoided. This may eitherbe becausethey attractgeneralopprobriumsuchas the much-

malignedgoto statementor becausethey are known by a measurementprocessto fail.

Ruleswhoserationaleis basedon suspicionof failure provenor otherwise,will collectively

be known as category B rules and are further sub-divided below.

Theessentialdifferencebetweenthesetwo is that theformer is inherentlyartistic in that it is very

difficult to measurethe effect on abstractconceptssuch as maintainability (the easein which
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desiredchangescan be implementedfor whateverreason). In short, they are subjectivelyor

stylistically based. In contrast,the latter is objectivelyor empirically based,or is it ? Evenhere

two issuesmustbedistinguishedby askinga key question. Is thereanyrealevidencefor failure or

not ? Regrettably,lack of evidenceis no barrier to ideasin computingscienceand as a result,

mighty controversiescanragesuchasthatwhich ragedover theuseof thegotostatementwithout

any objectiveevidencefor or againstfailure beingpresented,Yourdon(1979). The manypapers

written do not containa singleexperimentalresult to the author©sknowledge.As a resultof this

controversy,most programmingstandardscontaina rule even today to the effect that the goto

statementshall not be used. Somelanguageshavegoneevenfurther and havesimply madeit

illegal; all this with no apparentfailure evidence. Rules basedon this conceptwill be called

category B.1 rules here - the ©folklore© rules, however well-intentioned.

In contrast,failure datafor a languagefeaturemight actuallyexist. For example,usingthe value

of an object when it hashad no specific initialisation is known to haveled directly to systems

failure in many programminglanguages. In C, such dependencewas reportedas often as 1

occurrenceper 846 sourcelines by Hatton (1995), althoughpublishedfailure ratesare rather

harderto quantify. As it happens,for this particularexample,a valueof 1.46%of all failureswas

quoted by Beizer in his extensivestudy, Beizer (1990) and the author has personallyseen

numerousfailures directly due to this. Unfortunately, the relationship between the static

occurrencerateandthedynamicfailure rateis very complex,(oneis a volumetricmeasureandthe

other a temporal measure),and not well understoodalthough they are known to be strongly

correlated,PfleegerandHatton(1997). Rulesfor which thereexistsknown failure datahowever

quantifiablewill be known hereas categoryB.2 rules. For example,the existenceof just one

knownfailure involving sucha languagefeaturewill beconsideredsufficientfor it to bea member

of this category on the grounds that if it has happened once, it can happen again.

Any categorisationshould be accompaniedby some commentson orthogonality. The above

categoriesarebasedon observationandanalysisof manyprogrammingstandardsandareclearly

not orthogonal. Indeed,it is importantthat therebe movementbetweenthemasa categoryB.1

item if supportedby anyquantitativeevidenceof a failure whatsoeverwould immediatelybecome

by definition, a category B.2 item..

Programmingstandardsoften seemto be an unstructuredamalgamof categoryA, B.1 and B.2

ruleswith no particularorganisationor emphasis,althoughcategoryA tendsto dominate. Some
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standardswill attemptto promotecertain rules aboveothers,for example,MISRA C, (MISRA

(1998))usesthewordsrequiredrule for a rule which mustbeadheredto (a mandatoryrule) unless

a goodreasoncanbegivenfor not doingsoandadvisoryrule for onewhich seeksto recommend

only. Other standardsuse the words rule and guideline for thesetwo concepts. Yet other

standards make no attempt to distinguish at all.

Using these concepts, a safer language subset will be defined as follows:-

A safer languagesubsetshall contain only categoryB.2 rules as mandatory
and may contain categoryB.1 rules as recommended. It shall contain no
category A rules.

This definition allows the subsetto grow in a natural way in the sensethat has alreadybeen

pointedout. If measurementdatabecomesavailableindicatingthata categoryB.1 rule hascaused

failure, then it can automatically become  a category B.2 rule.

There is an important reasonfor doing this. It is observedthat one of the biggestbarriersto

acceptanceof languagesubsettingby practisingengineersis the absenceof data. If an engineer

knows that a featurehasa measurableandquantifiedrisk of failure, it is usuallyvery simple to

convincehim or her not to use that feature. Professionalengineersdo not deliberatelycourt

failure. However,theabsenceof suchdatawill usuallybeseenasanarbitraryattemptto interfere

with the programmer©snatural way of working which many programmershavestrong feelings

about. For betteror worse,the authorusedto havelittle patiencewith programmer©snaturally

artistic leaningsbut programmersare under so much pressureto perform today that he has

completelyrecantedand now believesthat any suchinterferenceneedsobjectivesupportwhich

leaves the benefits in no doubt.

Theprinciple reasonthenfor documentingandpromotingsafersubsetsof languagesis to prevent

the occurrenceof commonmodefailures. Suchfailure modescanevenbe built into a language

from thevery earliestdaysof its use. C containsanexcellentexampleof this principleat work. C

hasanunusuallylargesetof operatorsfor a programminglanguagecomparedwith languageslike

Fortranand Ada for example. Now mathematiciansalso have large numbersof operatorsbut

makeno attemptto define naturalprecedencefor them other than the very simplestdistinction

betweenmultiply anddivide on the onehand,andadditionandsubtractionon theother. In other

wordstheyuseparentheses.In contrast,programminglanguageshavelots of operatorsbut prefer
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to havethe ©convenience©of a defaultprecedencetableso that usersdon©thaveto write all those

tedious parentheses. Unfortunately, this has been a known failure mode in programming

languagesfor years. Indeed in the caseof C, a pioneeringlanguagewhich has 15 levels of

precedence,oneof its architects,DennisRitchie,publisheda postingon Usenetin 1982explaining

that therewereproblemswith the defaultprecedenceorderingbasedon alreadyobservedfailures

but that it wastoo lateto changeit, vanderLinden(1994). In theinterveningyears,C hasbeenan

extremelyinfluential languagespawningnumerousotherlanguagessuchasC++, Javascript,Java

and so on in each of which the original defectsreported by Dennis Ritchie are faithfully

reproduced.

The above discussionleavesopenthe topic of what shouldbe donewith the categoryA items.

Commonstyle certainly hasa placeparticularly as ©componentware©becomesmore important,

manyexamplesof which rely on stylistic conventions,(COM, .NET andso on). Evenso such

stylistic conventionsoften prove difficult to enforce properly so a separatedocumentis best

suited.In this way, theinevitablecontroversywhich seemsto follow stylistic rulesis keptseparate

from a safersubsetdocumentwhich by comparison,shouldinvite very little controversyas by

definition, there is objective evidence of failure for all  of its component items.

Specification of a Safer Subset

The form of words in a safersubsetis very important. In an ideal world, the rules would be

specifiedin anunambiguous,completeandconsistentway usingoneof themanyformsof formal

specificationlanguage.Unfortunately,the rule wording hasto be accessibleto a variety of users

including but not limited to:-

a) The developer

b) The auditor or any person verifying adherence to the standard

c) The designer of any support tools used for verification.

The useof a formal specificationlanguagehoweverrestrictstheir generaluse to the relatively

small numberof peoplewho understandsuch specifications. It could be arguedthat anybody

working on a safety-relatedsystemfor which adherenceis importantshouldbe familiar with such

specificationsbut again,marketpressuresmeanthereis a muchbiggerdemandfor suchsystems
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than there are trained engineers to build them.  At the present, society has chosen to accept this risk

andso computerscientistsmust find a workablesolutionto bridge the gap in so far as it canbe

bridged.

Theproblemsof specificationgo deeperthana safersubset. All safersubsetsarederivedfrom a

baselanguagedefinition, usually an internationalstandardsuchas ISO C 9899: 1990 or 1999.

Unfortunately the base documents themselves are not written in formal specification languages and

arethemselvescontaminatedwith ambiguity, inconsistencyand incompleteness,(Hatton(1995)).

It couldbearguedthattheabsenceof formality in thebasedefinition shouldnot precludeits usein

a safersubsetbut it canbe surprisinglydifficult, particularly in the C-like languageswhereeven

basic concepts such as the character string have no formal definition.

The real, (and as yet generallyunsolved)problem of using languagesand their safer subsets

remainshow to specifysuchsubsetsin languagewhich is bothaccessibleandprecise. It is not so

muchthat we don©tknow how to do it aswe simply don©tdo it. Specificationproblemswill be

highlighted in various forms in the examples that follow.

Implementation and Enforcement

The existenceof a safersubsetautomaticallybegsthe questionas to how it shouldbe enforced.

Givena typical safersubsetof say100rulesanda typical pieceof consumercodeof say100,000

lines,manualenforcementchecksaresimply untenablefor mostso someform of tool supportis

essential. This in turn raisesthe ultimatequestionof Quid custodiaecustodies- who checksthe

checkers ?  This leads to additional problems.

Again in an idealworld, therewould bea simpleyes/notestfor everyrule; anOracle. In practice,

this is extremelydifficult to achieveanddependscrucially on the quality of the wordingnot only

of the safersubsetbut alsoits baselanguagedocument. Ideally, thereshouldexist both positive

tests(i.e. a conformingtool must flag a feature)and negativetests(i.e. a conformingtool must

NOT flag a feature). Inevitably therewill alsobe testsfor featureswhoseconformanceis simply

uncertaingiven the existingwording of a rule. Considerthe following definitionswhich will be

useful in discussing these problems:-
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1. Rule orthogonalityor cross-talk. This measuresthe degreeto which rulesareindependentof

eachother. Often in practicewhenwriting tests,it is necessaryto breakonerule in order to

testanotherthoroughly. Suchruleswill bedefinedhereto benon-orthogonal.Suchcross-talk

canbedisplayedin a simpleform asshownin Figure1, a cross-talkanalysison theMISRA C

standard discussed shortly.

2. Ruledecidability. This measuresthedegreeof agreementon whethera testactuallydoeswhat

it is supposed to.  Examples of this will be shown for MISRA C.

3. Rule atomicity.  Some safer subsets use short, succinct rules and others tend to use prose forms.

A proseform frequentlysaystoo muchandtherule is essentiallynon-atomicin thatsomeparts

of it can be adheredto successfullyand others not. Alternatively, a rule may contain

exceptionsto itself embeddedwithin theprose. Ideally rulesshouldbeatomicandnot contain

exceptions.

4. Rule weighting. Rulesvary greatly in their importanceand enforceability. For examplein

MISRA C, Rule1 requiresISO C 9899:1990conformancewhereasRule28 forbids theuseof

theregisterkeywordin C. Rule1 is in everyway aBIG rule which is effectivelyimpossibleto

decidegivenambiguitiesin the baselanguagedocument.Furthermore,it is stronglybiasedto

category B.2 behaviour.  In contrast Rule 28 is almost frivolous by comparison, trivially easy to

decideand apparentlya memberof categoryB.1, (the author is not awareof any reliability

implicationsof this rule, indeedmostC compilerscompletelyignoreit nowadays).It is clearly

inappropriateto weight thesetwo rules the same,but they usually are so weightedin the

absence of any objective way of doing it.

Each of these concepts contributes to the enforceability of a rule and its value.
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Figure 1: Cross-talk between rules in an incomplete analysis of the MISRA C
standard, described later. The number of test cases is shown in the z (up)
direction, the rules form the x axis and the files containing the test cases, (one file
of test cases for each rule) form the y axis in a right-handed system. For
complete freedom from cross-talk no test case for one rule would trigger another
rule so the x-y plane would be diagonal. As can be seen, MISRA C achieves a
gratifyingly low degree of cross-talk. The exemplary test suite used to produce
this is given in Hatton (2002), which also contains a detailed rationale describing
how this data is extracted.. 

5.General analysis of a population of
standards
To illustratesomeof the aboveissuesandshowthat they areindeedpresent,the authoranalysed

10 commercialstandardsas being representativeof about50 which havebeengiven to him for

reviewingover theyearsmostly from theembeddedsystemscommunityusingtheC language.It

would have been nice to analyse all 50 but each one is time-consuming so these were considered to

be representativeafter cursorily browsing through them all. The resultsare shown in table 1

below. Notethatall standardsweredevelopedinhouseby their respectivecompaniesandall were

in use as official documents of those companies.
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Numbe

r

Safety-

related

Rules

Numbered

# Rules Category A/B Pages Presence of

goto rule

1 Yes Yes 83 79/4 15 Yes

2 No No ~50 50/0 75 Yes

3

No No ~130 but

impossible to

analyse due to

prose

- 90 Yes

4 No Yes 48 44/4 66 Yes

5
Yes No Impossible to

analyse

Nearly all

category A

89 Yes

6 Yes Yes 166 162/4 37 Yes

7 No Part Impossible to

analyse due to

prose

Nearly all

category A

25 No

8 No Separate

checklist

numbered

Standardis pure

category A

Checklist

15/8

33 No

9 Yes Yes 66 62/4 17 Yes

10 No Yes 48 44/4 18 Yes

Table 1: An analysis of 10 typical standards for C programming. The documents
cited as impossible to analyse were effectively in the form of essays rather than
rules.

All thesedocumentscontainedmistakesin their understandingof C andmostof themconsumeda

considerableamountof resourceto produce.For example,number3 hadno lessthan6 reviewers,

was obviously subjectedto significant quality control and appearsto have taken somewhere

between12 and 18 personmonthsto producefrom its quality control documentation. In other

words it consumedsomethingupwardsof $ 100,000in companycostandprobablysignificantly

more as suchstandardstend to be producedby experiencedstaff. Most of thesestandardswill
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havecostupwardsof $ 50,000to produceso it is obvious that the individual companiesthought

them worth doing, (or didn©t realise how much they cost).

Studying table 1 demonstratesthat by far the biggestthrust of a standardis in stylistic issues,

termedcategoryA here. This is probablya naturaldevelopmentgiven the absenceof guiding

measurements.Thereis nothingspecialaboutC here. The authorhasin his possessionFortran,

C++ andAda standardswhich arecomparablein length,contentandemphasis.Furthermore,the

standardswhich governsafety-relateddevelopmentwerenot noticeablybiasedtowardcategoryB

which is both puzzling and disconcerting.

Given then that thesecompaniesdeemthemworthwhile, it is pertinentto ask the questionhow

well are they adheredto in practice. In other words, do thesecompaniesget value from their

efforts? The answeris a resoundingno ascanbe seenby inspectingTable2 which containsthe

resultsof codeauditsbasedon the standardin half of thesecompanies. In eachcase,a static

analysis tool has been configured to flag code featureswhich break the relevant standard.

Substantialamountsof codeproducedby eachcompanywere thencomparedagainsttheir own

standardandthenumberof codeitemswhich brokea rule in thestandardarerecordedin thethird

columnas a frequency. Of coursethe sameline of codecould trigger multiple rules. Here the

total numberof transgressionswasdivided by the executableline count to providethe frequency

so a frequencyof 1 every14 lines meansthat therewereapproximately71 suchoccurrencesin

each 1000 lines of executable code.

Language Safety-Related Transgression rate

(transgressions per lines of

non-comment source code)

C Yes 1 every 14 lines

C No 1 every 12 lines

C No 1 every 121 lines

Fortran No 1 every 66 lines

Fortran No 1 every 771 lines

Table 2: Some standards transgression rates measured by the author. Note that
in each case, only a subset of the standard was used owing to the presence of
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non automatically verifiable rules so real transgression rates are at least as bad
as this.

Giventhateachof thesestandardswascategoryA dominated,the clearmessagefrom this is thata

categoryA dominatedprogrammingstandardis of very questionablevalue. It certainly doesn©t

protectagainstfailure by definition andtransgressionratesaresohigh that theyarealsogenerally

failing to achieve their primary goal of promoting a common look and feel.

Given thatsocietyis becominglyincreasinglysensitiveto thecostof softwarefailure, thereneeds

to be a changeof emphasisto categoryB dominatedstandardsand preferablyto categoryB.2

domination. Therefollows an extensivediscussionof a safersubsetstandardwhich attemptsto

move in this direction.

6.An example in detail: MISRA C
In the last few years,therehasbeena proliferationof consumerembeddedcontrol systems.Such

systemsare ubiquitousappearingin everythingfrom a washingmachineto a high-endmedical

scanner. In particular,they now appearin many critical applicationswherefailure can lead to

humanor environmentaldamage. Prior to about1993,most of the systemswere developedin

assembler.However,their rapidgrowthin linesof codebeganto precludethis optionandby 1995

or so,mostdevelopershadswitched,for betteror worse,to C. The sizeof the systemsproduced

today is quite simply staggering with a motor car containing around 3 million lines of C.

C is the perfect languagefor non-controversialsafersubsettingas it is known to suffer from a

numberof potentialfault modesandthefault modesarevery well understoodin general.Theyare

certainlywell-documented,(Koenig(1989),vanderLinden(1994),Spuler(1995),Hatton(1995)),

are certainly presentin releasedsystems,(c.f. Figure 2), and are highly correlatedwith failure,

(PfleegerandHatton(1997)),but codesof practicehaveonly evolvedslowly. In 1998,building

on this work, MIRA, the Motor Industry ResearchAssociation,an internationalconsortiumof

major car and car component manufacturers based in the UK, produced an official set of guidelines

for the use of C in automobileelectronicsystems,MISRA (1998), with the laudablegoal of

eliminating as many fault modesas possible. The guidelinesdescribea restrictedsubsetof C

defined by a number of rules backed by informal explanatory text and some code fragments.
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Figure 2: The occurrence rate in occurrences per 1000 lines of source code of a
class of statically detectable defects known to cause problems in C as measured
by the author and reported in Hatton (1995).

Theseguidelineshavebecomevery widely usedaroundthe world, not only in the automobile

industrybut alsoin otherindustriesin which thereis a substantialsafety-criticalcomponent,such

asaircraft andmedicaldevicesindustries. They havealsorecentlybeentranslatedinto Japanese

by a consortium of members of the Japanese automotive industry.

To seethesignificantchangeof emphasisembodiedin this standard,Table3 comparesMISRA C

with the standards analysed in the previous section using the same criteria and shown as Table 1.

Safety-related Rules

Numbered

# Rules Category A/B Pages Presence of

goto rule

Yes Yes 127 0/127

(72/55) split on

B.1 and B.2

69 Yes

Table 3: MISRA C compared with the standards in Table 1 using the same
criteria.

It can immediatelybe seenthat the thrust of this standardis towardscategoryB with some

reasonableattemptsto bias it towardscategoryB.2 This is clearly a stepin the right direction.
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Thereremaina numberof fundamentalproblemshoweverwhich illustratethe pointsmadein the

first part of this paper well.

1. The wording of informal standardssuch as MISRA is insufficiently precise, and

problems have arisen because of the considerable leeway in its interpretation.  

2. Conformanceis a key issue in critical systems,yet there is currently no way of

measuring conformance to this standard. 

3. The underlying core standardfor MISRA C is ISO C 9899:1990,however C has

evolved since then without MISRA-C keeping track, and there appearsto be no

inclination or intention amongst the ISO C community to produce a safety and

reliability annex for ISO C 9899:1999.

4. The lack of precisionhasled to rule cross-talkand rule inconsistencywhich forces

usersto deviaterules. (Deviationis a formal way of declaringthata rule canbebroken

on reasonable grounds which must be stated.)

5. Furthermeasurementis necessaryin orderto providea completepictureof real failure

data. 

6. MISRA-C doesnot addressall known fault modes,and doesnot incorporatethe full

range of analysis checks that it might.

7. MISRA-C still has too low an emphasis on category B.2 rules.

In spiteof thesedeficiencies,MISRA C is a hugestepforwardover thestateof theart represented

by the standards analysed in Table 1.

A quick browse through MISRA C

Thereare93 requiredrulestogetherwith 34 advisoryrulesandascanbeseenby Table3 above,it

is aboutaveragein size.Therequiredrulesareintendedto beadheredto andtheadvisoryrulesare

recommendations.The rules cover relatively simple rules suchas Rule 46 - no dependencyon

evaluationorder,awell-knownproblem in mostprogramminglanguagesandparticularlyin C and

C++ - to all-encompassingrules such as Rule 1 which requirescompliancewith ISO C90 as
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describedabove.Their successhascomeat theexpenseof someprecision,sincetheyarecurrently

written in plain English. 

The drawbacks described above will be exemplified under the following headings:-

Rule incorrectness

MISRA C is pretty good in general but there are some places which contain mistakesin

interpretationof the basedocumentISO C90, for example,Rule 22 which talks aboutobjects

needing to be declared at function scope.  Unfortunately, in ISO C90, only labels can have function

scope.  This miswording renders such a rule immediately questionable.

Rule redundancy

Therearea few placeswhererulesoverlap,mostnotablywith Rule1, which requirescompliance

to thebasedocument,ISO C90. An exampleis Rule80 which prohibitspassingvoid expressions

as function parameters.

Rule cross-talk

Cross-talk in MISRA was illustrated in Figure 1, but to give specific examples,there is

considerablecross-talkbetweenRules1, 72, 76 and78 which all relateto thesecurityof function

interfaces.

Rule decidability

An exampleof this canbe found in Rule 37 which prohibitsbitwiseoperationson signedinteger

types. Unfortunatelythe rule doesnot makeit clear whetherthe integral promotionsshouldbe

taken into consideration.

Rule atomicity

Rule1 requiringcomplianceto theISO C90standardis theultimatenon-atomicrule but thereare

other simple examplesin MISRA for example,rule 50 (don©ttest floating point variablesfor

equality / non-equality)which hasan exceptionin the body of rule 117 (valuespassedto library

functions shall be checked for validity).
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Adherence to MISRA C

Thefocuson categoryB rulesin MISRA C meansthatit is mucheasierto determinetransgression

ratesthanin thestandardsanalysedin Table2. This is bothgoodandbad. It is obviouslygoodin

that detectedtransgressionsof categoryB.2 itemsis directly relatedto improvedreliability. It is

bad in the sensethat the greaterdecidabilityof conformancemeansthat transgressionsratesare

evenworsethan shownin Table 2. Table 4 showssometypical transgressionratesagainstthe

MISRA C standard.

Language Safety-Related Transgression rate

(transgressions per lines of

non-comment source code)

C Yes 1 every 7 lines

C No 1 every 2 lines

C No 1 every 14 lines

Table 4: Some standards transgression rates measured by the author against
MISRA C. As can be seen, engineers currently find it very difficult to adhere to
this standard even given the fact that perfect adherence is currently impossible
owing to the presence of various forms of imprecision described in the text.

Thehigh frequencyof occurrenceof theserule transgressionsis causefor muchconcernandwill

be known here  as 'static noise'.  This raises the possibility of trying to quantify this concept.

7.Signal to Noise ratio in safer subsets
Thediscrepancybetweenthedatain Tables2 and4 andthe frequenciesof failure of unequivocal

categoryB.2 itemsshownin Figure2 is disturbinglylarge. Translatedinto frequency,theaverage

rate of occurrencein Figure 2 correspondsto a frequencyof around 1 per 120-140 lines of

executablecode. This is betweenoneandtwo ordersof magnitudelessfrequentthanthe dataof

Tables 2 and 4. To reduce the environmentaldifferences between these two sourcesof

measurement,Figure3 is a repeatof the experimentin Figure2 but on systemswhich appearin

Table4. Theseparticularsystemsusing the measurementschemeof Figure 2, (this is given in

detail in Hatton (1995)) gave an averagetransgressionrate of around 12 per 1000 lines of

executablecode. WhenmeasuredagainsttheMISRA C standardhowever,thetransgressionrates
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recordedareshownin Figure3. Theseareaddedtogetherfor eachpackageso the total shouldbe

dividedby 7. Theresultis anaveragetransgressionrateacrossall systemsof around600per1000

lines of executable code with 4 rules contributing around 75% of all these.

Figure 3: Cumulative transgressions of MISRA rules in a number of systems
some of which appear in the population showed in Figure 2 with an average
detection rate of around 12 per KLOC there. As can be seen, MISRA has some
very noisy rules which do not reflect observed static fault rates well, (the four
worst offenders are Rule 37, (no bit operations on signed int), Rule 96
(arguments to macros must be parenthesized) , Rule 47, (no dependence on
precedence) and rule 18 (numeric constants should have an appropriate suffix).)

In other words even though MISRA C makesa significant effort to track categoryB rules,

detectionratesagainstit arestill around50 times thosereportedfor documentedfault modesas

shownin Figure2. By definition, anentirelycategoryB.2 relatedstandardshouldbemuchcloser

to Figure2 thanthis. We canthereforedefinea ratherloosebut usefulconceptof signalto noise

ratio for a standard as:-

S=(B/D)

whereS is theapproximatesignalto ratio,signalheremeaningtheability to find knowndefects,B

is thebaserateat which knownfault modesof a programminglanguageappearin a populationas

shownin studieslike Hatton(1995)andD is thedetectionrateof a standardwhere©rate©is takento

mean the total number of transgressions per 1000 lines of executable code.
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Takinginto accountthevariationin interpretationof thestandardreportedby Parkeret.al. (2001),

the signal to noiseratio of MISRA C is currently in the range0.01 – 0.1. Low signal to noise

ratios meanthat engineersin simple terms,©can©tseethe wood for the trees©.Realand perhaps

seriousdefectsaretoo easilyhiddenin a wealthof otherlessusefulinformation. The problemis

well known in staticanalysisbut ascanbeseen,not muchprogresshasbeenmadein resolvingit

andit shouldberecalledthatMISRA C is at leastattempting to concentrateon categoryB issues

unlike manyotherstandards.CategoryA basedstandardswill havea muchlower signalto noise

ratio in the area of avoiding defect.

In the caseof MISRA C, after 4 yearsof experiencewith the applicationof this standard,the

MISRA steeringcommittee,a consortiumof membersfrom both industry and academiais now

attemptingto resolvetheseissues. It remainsto be seenhow successfulthis will be but an

improvementin thesignalto noiseratio of a factorof 10 will bea very significantstepforward if

it can be achieved. When the updatedstandardappears,this experimentwill be repeatedto

measure the progress.

8.Conclusions
Safer languagesubsetsare an important step forward in the use of programminglanguagesto

utilise existing knowledge about common failures to avoid their future occurrence.

This paper attempts to define the ground rules for a successfulsafer subsetby analysing

deficienciesin previousstandardsand by further analysisof a recentsuccessfulstandardwhich

neverthelessstill hassomedeficiencies. The paperfirst of all definesa taxonomyof rule types

into categoryA, stylistic, and categoriesB.1, (folklore but notionally basedon failure) and B.2,

(objectiveevidenceof failure). The paperthenproposesthat by definition saferlanguagesubsets

should consist only of category B rules with the difference between B.1 and B.2 clearly marked.

Thepapergoeson to stressthe importanceof the conceptsof rule incorrectness,rule redundancy,

rule cross-talk,ruledecidabilityandrule atomicity in theproductionof a saferlanguagesubsetand

themeasurementof conformanceto sucha subset.An asyet incompleteexampleof anexemplary

testsuitebeingdevelopedalongsidetheMISRA C standardis givenby Hatton(2002). Only when

theaboveconceptsareusedto firm up the wordingof a saferlanguagesubsetcansucha suitebe

called a conformance suite.
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Finally, this paperattemptsto quantify theconceptof signalto noiseratio in sucha standard.It is

hopedthat thesedefinitionscanbemademoreprecisein futurebut for now theyreflectempirical

observations well.
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