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Overview of talk

v Software, awatery analogue
v Excitingways of getting it gloriously wrong
v Literacy problens

v Subtle software problems or howto drill a$20million holein

thewrong place
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Software with everything

The amount of saftware in consumer eectronic produdtsis
currently doubling about every 18 months. Some exanyles:-

*  TV\ds DDdaas MO sdans

e Amngingnadines ndalegones

o  \WAshing machines, mcronaves, centra heating contralers,
burglar and firedarms

. Cars, trains

. Planes

Nuclear Reactor control systems

If you can read this you should really begin to worry.
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A cooking recipe

Baking a Sachertorte cake:-

o Takeboz butter, 21/2 az. chocdate, 3egg yaks, 5az. sugar, 2
tablesp. bread crunos, 1/2 teasp. baking ponder, 3egg
whites

e Bakeslowyinna tooha oven

o (Cakeshouldbenmust)

(Thedewvl isinthe detals)
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What is software ?

Software isaset of instructions just like arecipe. Like
cooking, it uses the folowmng:-

e Contanersd different sizes
o Ingredients, (different kinds of nunter)
e Instructionsfar mxing the ingredients in the containers

¥y
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What is software ?

For exanple, avery sinple programmght say -

e Hdffillglass1

o Threequartersfill glass 2

e Addthecontentsof glass1andglass2toglass3

o If glass 3hasthe same anount of weter as glass 4, wite* Please
wat ...” onthenearest blackboard

But wait amnute ...
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A basic example - bugs

Let’ stry again...
o Hdffillglass1
o Threequartersfill glass 2

e Addthe contents of glass 1 and glass 2toglass 3. (Should
glass 3be ety first 22, What heppensiif glass 3isn’ t big
enough?)

o If glass 3hasthe same anount of weter as glass 4, wite

“ Peasewat ...” onthe nearest blackiboard. (Whet doyou do
If they have different amounts ?)
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How big arereal program * recipes ?

SCTisatoalset for testing the reliability of embedded control
systems

e Yesterday, itsredpe contained 1,428,967 characters on
64,412 lines. This corresponds roughly to a 500 page book

e |t contains 10,786 different ways of comining two glasses of
weter and 9,652 different ways of playingwithoneglass

e |ttookabout 3yearstowite

o Theprogravswhichfly aircraft and drive telephone networks
are about S0times bigger
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Perl, thegrit in the oyster

Just as redpes are written in many languages, prograns are also.

Thisisanexanple d the language which ponersthe
Internet -

foreach (%qpairs = split(/[&]/, $EN{“QUERY_STRING)) {
tr/+ [;
s/%..)/pack(“c”, hex($1))/qge; }
whil e (($key, $val ue) = each % qgpairs) {
print “<LI>%key = $value n”; }
print “</UL>End of vari abl es. </ BODY></ HTM.>";

exit 0; }
blah blah blah ...
e
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A smplesummary

\& can sunmrarise:--
o Inthelast 20years, theworld has cometo depend conpletdy
on softwere

o Atypica conputer programtoday represents an incredibly
complex set of instructions to carry out atask

e  Nabady really understands whet is gaing oninsuch systens
Thekey questionis dowe meke mstakes ?
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Overview of talk

v Software, awatery analogue
v Exciting ways of getting it gloriously wrong
v Literacy problens

v Subtle software problems or howto drill a$20million holein
thewrong place

S
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The great Hotel Princesa Sofia bug mystery, 9/Nov/1999

Note the falowng eccentric behaviour inthe hotel
messaging system-
u State: message waiting

1. TV issues message waiting banner and
requests hotel room

<Enter hotel room>
2. TV accepts and says press OK to continue
<Press OK>
3. TV returnsto state 1
<Press TV switch>
4. TV returns to state 1
<Press on/off switch> Py

3
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Software can be amazingly sensitive

AT & TJan, Jan 15, 1990

o Snglemsplaced lined Cin 3milion lines by-passed netwaork

error-recovery code.

o For 9hours, milions of long-distance callers just heard

message“ al drcuits are busy”
 Repoted$Llbillionloss
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Onetiny mistake....

T1.5 mllion nore lines this way, (~600 km at this scale)

switch( message )

{

case INCOMING_MESSAGE:

if (sending_switch == OUT_OF_SERVICE)
{

if (ring_write_buffer== EMPTY )

send_in_service_to_smm(3B);

else
break; /*Whoops!?*/

l }

process_incoming_message(); /* skipped */ {:?f
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Thingsto entertain airline pilots....

Airbus A0 GVAEL 16/09/A, Heathrow.

o Soitwarearor caculated fud incorredtly.

e Bahsoreenswent blank, “ Pleasewait ...” .

o Faneturned right wheninstructed toturn left.

e Planedescended a 9 degrees when instructed to descend at
3degrees.

Nat all of these et believed fixed.

S
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and yet more...

An example fromreal life, Airbus A320 AR319, 258/88, (Mellor
(19A9)):-

« MAN PITCH TRIM ONLY, followed in quick succession
by ...

« Fault in right main landing gear

o Fault in electrical flight control system computer 2

« Fault in alternate ground spoilers 1-2-3-5

o Fault in left pitch control green hydraulic circuit

o Loss of attitude protection

« Fault in Air Data System 2

« Autopilot 2 shown as engaged when it was disengaged "":*3
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An Airbus having a bad day

A Tarom airlines Airbus which performed an uncontrolled dive,

climb, roll and spin near Orly in 1995 due to * afault in the automatic pilot’ .
The plane landed safely, atribute to the pilots’ skill.
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and ship captains...

Warships:

o Theultimete hghtech USS Yarktoan (knovn asthe
* Smatship’ ) wesleft dead intheweater off the coast of
Virginiafor an hour on aweekend in Septenrber, 1997 dueto
soitwarefalure

 Theshphadtoberebooed

o (Perhgpsthere should be aninternationa flag signd for
“ Pleasewait ...” )

Fre
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The USS Yorktown in “ Pleasewait ...” mode

N —

“W hat does‘ You have

performed an illegal act’
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and thedriver too ...

cars:

o 22/July/1990. Generd Matars hastorecall 35million vehides
because of asoitware defect. Sgpping distanceswere
extended by 1520 metres.

e Fedard investigators recalved amost 11,000 conplaints as
Well as reparts of 2111 crashes and 233 injuries.

e Recdl costs? (Anexerasefar the reader).
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What goes up ...
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... must come down

The glasses inthe Ariane 5actuator software verily runneth

over ...

R

| e—
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What goes out should comein again ...

and banks:
e  Bankd New Yok hed to barrow $24 billion for one day fram
U.S. Federd Reserve

o Soitwarefalureduetooverflowar 16-bit counter (rest were
32-hit counters), stopped processing of iIncomng aredits

$omillion per day interest charge. (Bug wes fartunately fixed
In one day).

®
N
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The author’ sfavourites...

o “ Entire Montgomery Ward warehouse goes missing for 3
years' .
« An error in the input program lost the warehouse in
Redding, California. The staff didn’ t like to say anything

because they thought they had lost their jobs but the pay-
cheques continued to arrive.

o “ Computer programdrives Arab to sexud exraustion” .

« (Computer talk 1/2/88 - an unfortunate bug in the
gentleman’ s harem organisation program led to his
downfall).

e TheUSNawy swonderful intdligent tarpedo...
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No speaka da Engleesn

Note the falowmng excerpt fromIBM' s OS Data management
description...

“If the control password has read without password
protection, its secondary passwords must also have read
without password protection. A request for a read only or for
a read write secondary password will result in a read without
password secondary password. If aread without password
control password is changed to either a read only or read
write control password , all its secondary passwords will
automatically become read write secondary passwords.”
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Thegreat local bar disaster

Synptont Theauthar' sloca bar wes unabdle to dispense beer.

Programmers effort:-

Systemover-stressed ...

Translation into English:-
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The computer for therest of us

Synptom Theauthor' slovely new G3 Macwould nat log ontotohis
Internet Service Provider

Programmers effort:-

TCP/IPerror. -23009

Therearedready 64 TCP or UDP
streas gpen. {tcp: 104}

Translation into English:-

The nodemis nat switched on

la-oiee Ao et o 1\

V4 P N
(Nearty 3 hourswasted)-
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Theinscrutable...

Programmers effort:-

Button pushignored

e Thisappears onthe Hignt Management Systemdf a
McDonnell-Douglas MD-11, (Drury (1997))

o Thepla dsonaed” Thearplane [conmputer system

manuals were written as though by creatures fromanather
planet” .
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Why | hate PCs...

v Attenpt toload the New Millenium Encyclopaedia on Windows
* 95, (machine response in italics) on 25/Fel/2000.

u

u

u

Put CD in

Do you wish to install Internet Explorer 5.0 to fully enjoy your
multi-media experience ?

Yes
Installation may take some time. Please wait ...

(Several minutes of whizzing and chattering noises from the
CD ensue followed by ...)

Do you wish to install Internet Explorer 5.0 to fully enjoy your
multi-media experience ?

No. Retire to garden, stand on bird-bath and scream a little.
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Thebad old days...

|BM VMIVSE systemprogranmrer, VTAM, JCK,
REXX, OMSreg d. Tandem SQL, MQseries,
Must be hands-on.

(Job advert 1980 <)
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Progress...

App dev, Java, C/C+H, WebChjects, Orade -
PL/SQL, Perl, Candidates with Datamning
skills will aso be considered.

IMinor brain damege acceptable.

(Jab advert May 2000)
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Acquiring earth seismic data for oil and gas

About 1,000,000 characters of information
per second is recorded for several weeks

[ |
N \.
AN
Bang >
Information recorded
on boat computers
Sound Returning

Energy echoes from 10 km down
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Processing thedata ...

This huge amount of data is processed using lots of software
on some of theworld’” s most powerful conputers.

e Letusaskamschevous question. WWhat happenswhenwe
let lats of different groups of saentists wite exactly the same
redpes for processing the same data? Dothey dl get the
same answer aswewould hope ?
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Whither software....

o \eare stuck withit

e It has many, many benits, but ...

e |t is getting harder and harder to contrd

e |t is getting more and more conplex

« \When it falls, it is getting more and nore expensive
e It iscontrdling redly inportant parts of aur lives
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