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Overview of talk

v Software, a watery analogue
v Exciting ways of getting it gloriously wrong
v Literacy problems
v Subtle software problems or how to drill a $20 million hole in 

the wrong place



UKC inaugural lecture: 02/June/2000, (slide 3) ©  L.Hat t on, 2000-

Software with everything

The amount of software in consumer electronic products is 
currently doubling about every 18 months.  Some examples:-

• TV, videos, DVD players, MIDI systems
• Answering machines, mobile phones
• Washing machines, microwaves, central heating controllers, 

burglar and fire alarms

• Cars, trains

• Planes

• N u c l e a r  R e a c t o r  c o n t r o l  s y s t e m s

• If you  can  read  th is  you  shou ld  really  beg in  to  wor ry.
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A cooking recipe

Baking a Sachertorte cake:-

• Take 5oz. butter, 21/2 oz. chocolate, 3 egg yolks, 5 oz. sugar, 2 
tablesp. bread crumbs, 1/2 teasp. baking powder, 3 egg 
whites

• Bake slowly in not too hot oven

• (Cake should be moist)

(The devil is in the details)
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What is software ?

Software is a set of instructions just like a recipe.  Like 
cooking, it uses the following:-

• Containers of different sizes

• Ingredients, (different kinds of number)

• Instructions for mixing the ingredients in the containers
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What is software ?

For example, a very simple program might say:-

• Half-fill glass 1

• Three-quarters fill glass 2

• Add the contents of glass 1 and glass 2 to glass 3

• If glass 3 has the same amount of water as glass 4, write “ Please 
wait ...”  on the nearest blackboard

But wait a minute ...
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A basic example - bugs

Let’ s try again ...

• Half-fill glass 1

• Three-quarters fill glass 2

• Add the contents of glass 1 and glass 2 to glass 3. (Should 
glass 3 be empty first ?, What happens if glass 3 isn’ t big 
enough ?)

• If glass 3 has the same amount of water as glass 4, write 
“ Please wait ...”  on the nearest blackboard. (What do you do 
if they have different amounts ?)
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How big are real program ‘ recipes’  ?

SCT is a toolset for testing the reliability of embedded control 
systems

• Yesterday, its recipe contained 1,428,967 characters on 
64,412 lines.  This corresponds roughly to a 500 page book

• It contains 10,786 different ways of combining two glasses of 
water and 9,652 different ways of playing with one glass

• It took about 3 years to write

• The programs which fly aircraft and drive telephone networks 
are about 50 times bigger
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Perl, the grit in the oyster

Just as recipes are written in many languages, programs are also.  
This is an example of the language which powers the 
internet:-

f or each ( %r qpai r s = spl i t ( / [ &=] / ,  $ENV{ “ QUERY_STRI NG” ) )  {

t r / +/  / ;

s/ %( . . ) / pack( “ c” , hex( $1) ) / ge;  }

whi l e ( ( $key, $val ue)  = each %r qpai r s)  {

pr i nt  “ <LI >$key = $val ue` n” ;  }

pr i nt  “ </ UL>End of  var i abl es. </ BODY></ HTML>“ ;

exi t  0;  }

blah blah blah ...
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A simple summary

We can summarise:-

• In the last 20 years, the world has come to depend completely 
on software

• A typical computer program today represents an incredibly 
complex set of instructions to carry out a task

• Nobody really understands what is going on in such systems

The key question is do we make mistakes ?
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The great Hotel Princesa Sofia bug mystery, 9/Nov/1999

Note the following eccentric behaviour in the hotel 
messaging system:-

u State: message waiting

1. TV issues message waiting banner and 

requests hotel room

<Enter hotel room>

2. TV accepts and says press OK to continue

<Press OK>

3. TV returns to state 1

<Press TV switch>

4. TV returns to state 1

<Press on/off switch>

5. TV appears to reboot and returns to state 1

<Pull plug out of wall>
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Software can be amazingly sensitive

AT & T Jan,  Jan 15, 1990:

• Single misplaced line of C in 3 million lines by-passed network 
error-recovery code.

• For 9 hours, millions of long-distance callers just heard 
message “ all circuits are busy”

• Reported $1.1 billion loss
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One tiny mistake ...

1. 5 mi l l i on mor e l i nes t hi s way,  ( ~600 km.  at  t hi s scal e)

s w i t c h ( m e s s a g e  )

{

c a s e  I N C O M I N G _ M E S S A G E :

i f  (  s e n d in g _ s w it c h  = =  O U T _ O F _ S E R V I C E  )

{

i f  (  r in g _ w r i t e _ b u f f e r  = =  E M P T Y  )

s e n d _ in _ s e r v ic e _ t o _ s m m (3 B );

e ls e

b r e a k ; / *  W h o o p s  !  * /

}

p r o c e s s _ in c o m in g _ m e s s a g e (); /*  s k ip p e d  * /

b r e a k ;

...

}

d o _ o p t io n a l_ d a t a b a s e _ w o r k () ;

1. 5 mi l l i on mor e l i nes t hi s way
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Things to entertain airline pilots ...

Airbus A340 G-VAEL 16/09/94, Heathrow:

• Software error calculated fuel incorrectly.

• Both screens went blank, “ Please wait ...” .

• Plane turned right when instructed to turn left.

• Plane descended at 9 degrees when instructed to descend at 
3 degrees.

Not all of these yet believed fixed.
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and yet more ...

An example from real life, Airbus A320 AF319, 25/8/88, (Mellor 
(1994)):-

• MAN PITCH TRIM ONLY, followed in quick succession 
by ...

• Fault in right main landing gear

• Fault in electrical flight control system computer 2

• Fault in alternate ground spoilers 1-2-3-5

• Fault in left pitch control green hydraulic circuit

• Loss of attitude protection

• Fault in Air Data System 2

• Autopilot 2 shown as engaged when it was disengaged

• LAVATORY SMOKE
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An Airbus having a bad day

A Tarom airlines Airbus which performed an uncontrolled dive,

climb, roll and spin near Orly in 1995 due to ‘ a fault in the automatic pilot’ .

The plane landed safely, a tribute to the pilots’  skill.
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and ship captains ...

Warships:

• The ultimate high-tech USS Yorktown (known as the 
‘ Smartship’ ) was left dead in the water off the coast of 
Virginia for an hour on a weekend in September, 1997 due to 
software failure

• The ship had to be rebooted

• (Perhaps there should be an international flag signal for 
“ Please wait ...” )
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The USS Yorktown in “ Please wait ...”  mode

“ W hat does ‘ You have

per formed an i l legal act ’

mean sir  ?”
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and the driver too ...

Cars:

• 22/July/1999.  General Motors has to recall 3.5 million vehicles 
because of a software defect.  Stopping distances were 
extended by 15-20 metres.

• Federal investigators received almost 11,000 complaints as 
well as reports of 2,111 crashes and 293 injuries.

• Recall costs ?  (An exercise for the reader).
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What goes up ...
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... must come down

The glasses in the Ariane 5 actuator software verily runneth 
over ...
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What goes out should come in again ...

and banks:

• Bank of New York had to borrow $24 billion for one day from 
U.S. Federal Reserve

• Software failure due to overflow of 16-bit counter (rest were 
32-bit counters), stopped processing of incoming credits

• $5 million per day interest charge.  (Bug was fortunately fixed 
in one day).
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The author’ s favourites ...

• “ Entire Montgomery Ward warehouse goes missing for 3 
years” .

• An error in the input program lost the warehouse in 
Redding, California.  The staff didn’ t like to say anything 
because they thought they had lost their jobs but the pay-
cheques continued to arrive.

• “ Computer program drives Arab to sexual exhaustion” .

• (Computer talk 1/2/88 - an unfortunate bug in the 
gentleman’ s harem organisation program led to his 
downfall).

• The US Navy’ s wonderful intelligent torpedo ...
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No speaka da Engleesh

Note the following excerpt from IBM’ s OS Data management 
description ...

“ If the control password has read without password 
protection, its secondary passwords must also have read 
without password protection.  A request for a read only or for 
a read write secondary password will result in a read without 
password secondary password.  If a read without password 
control password is changed to either a read only or read 
write control password , all its secondary passwords will 
automatically become read write secondary passwords.”
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The great local bar disaster

Programmers effort:-

System over-stressed ...

Symptom: The author’ s local bar was unable to dispense beer.

Translation into English:-

The printer has run out of paper
(Try explaining this to a thirsty native)
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The computer for the rest of us

Programmers effort:-

TCP/IP error. -23009
There are already 64 TCP or UDP 

streams open. {tcp:104}

Symptom: The author’ s lovely new G3 Mac would not log onto to his 
Internet Service Provider

Translation into English:-

The modem is not switched on
(Nearly 3 hours wasted).
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The inscrutable ...

• This appears on the Flight Management System of a 
McDonnell-Douglas MD-11, (Drury (1997))

• The pilot also noted “ The airplane [computer system] 
manuals were written as though by creatures from another 
planet” .

Programmers effort:-

Button push ignored
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Why I hate PCs ...

v Attempt to load the New Millenium Encyclopaedia on Windows 
‘ 95, (machine response in italics) on 25/Feb/2000.

u Put CD in

u Do you wish to install Internet Explorer 5.0 to fully enjoy your 

multi-media experience ?

u Yes

u Installation may take some time.  Please wait ...

(Several minutes of whizzing and chattering noises from the 

CD ensue followed by ...)

u Do you wish to install Internet Explorer 5.0 to fully enjoy your 

multi-media experience ?

u No.  Retire to garden, stand on bird-bath and scream a little.
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The bad old days ...

IBM VM/VSE system programmer, VTAM, JCK, 
REXX, CMS req’ d.  Tandem, SQL, MQ series,

Must be hands-on.

(Job advert 1980’ s)
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Progress ...

App dev, Java, C/C++, WebObjects, Oracle - 
PL/SQL, Perl, Candidates with Datamining 
skills will also be considered.

Minor brain damage acceptable.

(Job advert May 2000)
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Acquiring earth seismic data for oil and gas

B an g !

Sound

Energy

Returning

echoes from 10 km down

Information recorded

on boat computers

About 1,000,000 characters of information

per second is recorded for several weeks
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Processing the data ...

This huge amount of data is processed using lots of software 
on some of the world’ s most powerful computers.

• Let us ask a mischievous question.  What happens when we 
let lots of different groups of scientists write exactly the same 
recipes for processing the same data ?  Do they all get the 
same answer as we would hope ?
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Whither software ...

• We are stuck with it

• It has many, many benefits, but ...

• It is getting harder and harder to control

• It is getting more and more complex

• When it fails, it is getting more and more expensive

• It is controlling really important parts of our lives


