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Disclaimer

The author’s cynicism, withering sarcasm and general
dismay at many aspects of computing do not in any
way derive from the views of his colleagues at the
University of Kent Computing Laboratory.

He has arrived at this position all on his own aided
only by 30 years of working in industry.

Although it may not be immediately apparent, he
remains an optimist.

Gl
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Some minor Irritants

v | am tired of:-
— Being told that XXXX is the way to go ...

— Loading a game and finding my spreadsheet now
crashes

— ldiotic design decisions which make security
laughable and viruses an everyday threat

— Being forced to upgrade my hardware every time |
change my OS

— Being forced to update my software every time |
change my OS

— Being told that | have to update my OS to get “the
benefits” &S
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English for computer
practitioners

benefit, n. (OED)
+ Advantage
but note also:-
+ Assuming innocence rather than guilt

+ Exemption from ordinary courts by the
privilege of one’s order

+ Performance at theatre, game, etc. of which
proceeds go to particular players

Gl
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So a question ...

What part does education have to play in all this

mess ?

v. 1.1, 15/Feb/2001, (slide 1 - 5).
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Some discussion points

v We prepare students for success in software
projects but not failure

v Testing and test education is no better today
than it was 20 years ago

v Software engineering is gripped by
unconstrained creativity to its great detriment

v Computer science is not a science

v We follow fashion rather than leading by
experiment

v We don’t measure anything

Discuss ...
Pl
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Overview

\'

v. 1.1, 15/Feb/2001, (slide 1 - 7).

Over-optimism in engineering

Aristotleans and Babylonians
Wither language ?
Er, what do we do next ?
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Post-mortem analysis

v. 1.1, 15/Feb/2001, (sli

Source Compl ete Re-use Precision | Over-ambition | “Quick-Fix"
relianceon problem identified
software
AT& T YES YES
JASGripen YES YES
AirbusG-VAEL YES YES YES YES
Therac-25 YES YES YES
Bank of New York YES YES
Chemical Bank YES YES
USS Yorktown YES YES YES
Patriot Missile YES YES
Ariane5 YES YES YES YES
GM ABSlrakes YES

TI-0
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Overview

v Over-optimism in engineering. Preparing for
failure as well as success

+ Testing, who me ?

+ Control process feedback and the problem of
time

+ Bugs are not furry and sweet, they are scaly,
have big teeth, eat money and can live a long
time. How to cover up the evidence.

+ Mathematics rules OK ?
+ The importance of not planning

Pl
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Testing, who me ?

Note the following quotations:-

“Our students graduate and move into industry without any
substantial knowledge of how to go about testing a program.
Moreover, we rarely have any advice to provide in our
introductory courses on how a student should go about
testing and debugging his or her exercises”.

“Every programmer and programming organisation could
improve immensely by performing a detailed analysis of the
detected errors, or at least a subset of them.”

“An efficient program debugger should be able to pinpoint
most errors without going near a computer”

The most depressing aspect about these is that
they were made in 1979 by Glen Myers.

Gl
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essence of engineering

_improvement

Feed-back intd Measure sampl
Process tlo 4+— of product for
improve it quality

'

o T .

If you want to improve reliability, measure and analyse failures.

about 10 years for thisto begin to be effective but software

good before everybody gets bored with them.

v. 1.1, 15/Feb/2001, (slide 1 - 11).

Very nice, but how long doesthistake ? The answer istoo long. Y ou need

technology cycles change about every 3 years so they never have time to get
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Bugs are not furry and sweet ...

v. 1.1, 15/Feb/2001, (slide 1 - 12).

Lets ask a simple question:-

“If different sets of programmers program the same
algorithms in the same programming language and
feed them the same data with the same disposable
parameters ...

How well do the results agree ?”

As a counterpoint, lets imagine that people drill $30
million oil wells on the results :-)

Gl
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Smilarity v. coordinate;

feedback

NO

% Cross-Correlation

AVERAGE CROSS-CORRELATION : PASS 1

=

- ——

__‘._

_._

—&—— Company 2

—&—— Company 3

—a—— Company 5

.....,.......

- - ¥ - — Company 8

__x_.

Company 1

Comgany 4

Company 6

Comgpany 7

Company 9

L'Z eanbi4
[4%]
(5]

4 i [ 8 9 10 1 13 14
Processing Coordinates

AJCO0T38

v. 1.1, 15/Feb/2001, (slide 1 - 13).

© L.Hatton, 2001-




feedback

Defect example 1

detal

AFTER FEEDBACK

BEFORE FEEDBACK

GEOMETRY

ERROR

T
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Smilarity v. coordinate;
Feedback to company 8
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Defect example 2: feedback
detail




Smilarity v. coordinate;
Feedback to company 3




The end product: 9 subtly
different views of the geology




Bugs are not furry and sweet ...

v Useful lessons

+ The feedback stages took between 3-6
months each

+ Bugs can have exceptionally long lives and
can cost a fortune

v How to cover up the evidence:-

+ Company 1 simply bought all the other
companies and threw their software away.
(This is called the ‘market forces software
engineering model’.)
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Bugs are not furry and sweet ...

Seismic processing software environment Number of significant
figures agreement

32 bit floating point arithmetic. 6

Same software on different platforms, same 4 Portability degradation

data.

Same software on same platform, 5-1 lossy |3-4 - -
compression. Compression degradation
Same software subjected to continual 1-2 Maintenance degradation
©enhancement©

T2: different software, same specs, same data, | 1 Diversity degradation

same language, same parameters.

A summary of 10 years of failure experiments
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Mathematics rules OK ?

v. 1.1, 15/Feb/2001, (slide 1 - 21).

CAA CDIS air-traffic system

25 +
21
19.6
. Formal
D Informal
0.58 1.61
Pre- Post-
delivery delivery

(Source: Pfleeger and Hatton (1997))
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To plan or not to plan ?

“Planning is an unnatural process. Its much
more fun to get on with it. The real benefit of
not planning is that failure comes as a
complete surprise and is not preceded by
months of worry.”

Sir John Harvey Jones.
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When the train of ambition pulls
away from the platform of reality

Unsuccessful project (abandoned)

Planning datafrom agrand ‘unified’ programming project.
(Produced after the project seemed to be struggling.)

Note that unify appears next to unintelligible in the OCD.
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Ruthlessly controlling tasks

Succesful project (about 10% overrun)

160
140 T
120 A
100 A
80 1
60 1
40 A
20 1

Day of prediction

Project restarted with (far) less ambitious goals and tracked weekly with
results published on staff notice board.
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Overview

v Over-optimism in engineering
v Aristotleans and Babylonians

v Wither language ?
v Er, what do we do next ?

v. 1.1, 15/Feb/2001, (slide 1 - 25).
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Overview

v Aristotleans and Babylonians

+ The dangers of over-conceptualisation and the
avoidance of measurement

+ Software process. Do the clothes have any
emperor ?

v. 1.1, 15/Feb/2001, (slide 1 - 26). © L.Hatton, 2001-




Over-conceptualisation

Richard Feynman warned of the dangers of over-
conceptualisation even in a subject with an
underlying measurement basis, (physics).

We have no underlying measurement basis so we
are awash with new concepts which we discard
reqgularly.
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CS and measur ement

v Computer Science is not really a science

+ Compared with conventional sciences, (in this
case optical engineering and neural
computation were used), note:-

u Over 50% of papers in software engineering lacked any
form of quantitative evaluation when it was needed
compared with 12-15% for the conventional sciences.

u Only 20% of software engineering papers devoted at least
a fifth of their space to experimental validation compared
with 70% for the conventional sciences.

(Lukowicz et al., 1995)

We must teach our engineers to be more
scientific

v. 1.1, 15/Feb/2001, (slide 1 - 28). © L.Hatton, 2001-




Over-conceptualisation
and under-measur ement

+ The difference between programming languages is
almost certainly less than the difference between
engineers, (Prechelt, Tichy and various others).

+ Evidence from several sources suggests:-

u Defects in OO systems implemented in C++ take about twice as
long to fix on average as in Pascal (Humphreys) and C (Hatton).

u Inheritance appears to be a defect attracter, (Shepherd and
others).

+ Small well-structured components are unusually
fault-prone

What we appear to have is not atechnology problem
but an educational problem
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Measur ement feedback on
OO development, (Hatton)

100
90
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60
50
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10

—B—— C++

o

<1 hour

< 2 hours
< 5 hours
<10 hours
< 20 hours
< 50 hours

< 100 hours
< 200 hours

v. 1.1, 15/Feb/2001, (slide 1 - 30).
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Software process ... do the clothes
have any emperor ?

If software process is so important, why is Linux
so good ?




Software Process and Linux

10000
n
n
1000 T
100 T
10 T
L
1 1 I
0.1
W©O©95 Macintosh NT 4.0 Linux Sparc
7.5-8.1 4.1.3c
0os

Mean Time Between Failures of various operating systems
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Overview

v Over-optimism in engineering
v Aristotleans and Babylonians
v Wither language ?

v Er, what do we do next ?

v. 1.1, 15/Feb/2001, (slide 1 - 33).
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Overview

v Wither language ?

v. 1.1, 15/Feb/2001, (slide 1 - 34).

+ Which one shall we teach this week ?
+ Linguists discover entropy
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\Which one shall we teach
this week ?

In my career, | have been forced to write programs

In:-

c c c c c c c c c c c c

v. 1.1, 15/Feb/2001, (slide 1 - 35).

Focal

Atlas Autocode

Algol

Assembler

Fortran 66, 77

C

Pascal

Ada

C++

Java

Various scripting languages, Perl, Tcl/Tk, Bash, Javascript
C again, (this time from choice)
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Why standard languages can’t
mprove

Feedback
crippled b
b 2 Ward)s/

conpatibility

Recognise poor
fedtures

ADD NEW
FEATURES

1

Re-
standardise

language

Using the model of control process feedback, we see that
the feedback stage is crippled by the “shall not break old
code’ rule or “backwards compatibility” asit is more

commonly known.

v. 1.1, 15/Feb/2001, (slide 1 - 36).
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Overview

v Over-optimism in engineering
v Aristotleans and Babylonians
v Wither language ?

v Er, what do we do next ?

v. 1.1, 15/Feb/2001, (slide 1 - 37).

© L.Hatton, 2001-




Er, what do we do
next ?

v. The computing scene today ...
v Do we guide or serve ?

v. 1.1, 15/Feb/2001, (slide 1 - 38). © L.Hatton, 2001-




The computing scene
today ...

Consumer embedded systems:-

+ 5,000 - 5,000,000 line systems written mostly in C or
C++

+ Often safety-related

+ Written to marketing deadlines

+ Real-time, embedded

+ Increasingly heavy use of floating point arithmetic

v. 1.1, 15/Feb/2001, (slide 1 - 39). © L.Hatton, 2001-




The computing scene today ...

The rush for the web:-

+ Mostly based on C-like languages of
variable quality and zero validation

+ Risible testing
+ Massive security problems
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(The™ avalanche™ model ™ of ™
software™ engineering™) ™

v How to build modern software:-
+ Think of a good idea
+ Add bugs
+ Release
+ Crush™ competition™ ruthlessly™

v. 1.1, 15/Feb/2001, (slide 1 - 41). © L.Hatton, 2001-




Do we guide or serve ?

v. 1.1, 15/Feb/2001, (slide 1 - 42).

v The computing industry has lost its way, so
computer educationalists have major obligations to
software engineers which we are not discharging
well:-

+ To teach them to learn from their mistakes

+ To teach them that only experimental validation has
any long term value in technological maturity

+ To break the spiral of dependence on fashion-based
technology which changes only to extract money.
Open source will be a key techology here.

v If we do not do this, we will leave a legacy of
software chaos for many years to come.

© L.Hatton, 2001-




