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Five seminars on software failure: 
an overview

v How bad is it really ?
v Why is it this bad ?
v Is it really this expensive ?
v Why does so little of what we’ve learned get used on major 

developments ?
v Is there any simple way of breaking this mould ?
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Introduction to software failure

In the absence of any technology for guaranteeing the 
absence of defect, engineers are always left with 
two obligations:-
– When the system fails, it must have the least effect on the 

user relative to the benefit it provides
– The nature of the failure must be sufficiently well 

diagnosed that its cause can be found and corrected 
quickly so the failure does not re-occur.

These are both Design issues
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Consumer product problems

Is it just me … ?

• Around the house:
• rebooted answering machine four times
• fuzzy logic washing machine displayed front panel lights incorrectly
• rebooted FAX machine once
• regular reboots of television set top box and handset

• Travelling:
• ABS brakes failed (completely !) three times
• car radio jumped to wrong state when RDS interrupt occurred during pause plus occasional 

random volume changes
• endless fun with e-ticketing …

• The financial world:
• extra unknown person accidentally added to house mortgage preventing anybody changing it

I have a very long list of these …
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v Alarm clock 1
± Purchased 5 years ago and faultless ever since.
± Staggeringly simple and intuitively obvious interface which has 

never required the instructions to be consulted.

A tale of two alarm clocks
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A tale of two alarm clocks 
– the sublime

Hour

Minute

Time set

Alarm set

Alarm
On/off

Drowse
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v Alarm clock 2
± Purchased 1 year ago and frequently resets itself
± Staggeringly complex and intuitively non-obvious interface.

A tale of two alarm clocks
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A tale of two alarm clocks 
– the ridiculous

Mode
- ARGH !

More
buttons

Desk

Random
numbers
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v Alarm clock 2 – some examples
± Time setting

u Press MODE button THREE times.  Then press SELECT and SET repeatedly.

± Alarm setting
u Press MODE button TWO times.  Then follow time setting.

± Hourly chime on/off
u Press SELECT and MODE button simultaneously

± Alarm on
u Press DATE and SELECT button simultaneously

± Stop watch / lap counter
u Press MODE button ONCE and then beg for mercy as clock gibbers with 

entertaining series of random beeps.

± Turning alarm off
u Hurl out of window after standing on clock screaming.

A tale of two alarm clocks
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Introduction to software failure

Principle characteristics of software failure
± Growth
± Sensitivity and chaotic failure
± Interaction between system components
± Cost
± Inconvenience
± Delayed appearance
± Common patterns and stereotypes
± Indifference and endemic belief
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Growth ...

The amount of software in consumer electronic 
products has been doubling about every 18 
months for the last 20 years

· Consumer devices have ~0.5 x 106 lines of C.

· Cars have ~3.0 x 106 lines of C.
· Planes have ~5.0 x 106 lines of Ada, C, C++.
· Operating systems have ~2.0-100.0 x 106 lines of C, 

C++.
(Notice the mysterious gap between the first and second 

points in this table by the way.)
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A major driving force ...

1995: Software became a consumer device marketing 
issue:

· BMW advert, British television, 4th June 1995.  ªBMW 
750 - more computing power than it took to take man 
to the moon”.
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Sensitivity

AT & T Jan,  Jan 15, 1990:

· Single misplaced line of C in 3 million lines by-passed 
network error-recovery code

· For 9 hours, millions of long-distance callers just heard 
message ªall circuits are busy”

· Reported $1.1 billion loss
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Anatomy of a $1billion bug

...
switch( message )
{
case INCOMING_MESSAGE:

if ( sending_switch == OUT_OF_SERVICE )
{

if ( ring_write_buffer == EMPTY )
send_in_service_to_smm(3B);

else
break; /* Whoops ! */

}
process_incoming_message(); /* skipped */
break;

...
}
do_optional_database_work();
...
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Interaction between system 
components

Therac-25, (Leveson “ Safeware” ):

· Massively overdosed 6 patients in the period 1985-87 
killing 3.

· Failed due to interaction between 2 software faults 
and absence of hardware interlocks

· Litigation still continuing
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Interaction between system 
components

and ships ...:

· The ultimate high-tech USS Yorktown was left dead in 
the water off the coast of Virginia for an hour on a 
weekend in September, 1997 due to software failure

· The ship had to be rebooted.

· (Perhaps there should be an international flag signal 
for ªPlease wait ...”).

So how good is Windows NT in reliability terms ¼
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Interaction between system 
components

Windows NT ...

More on this in seminar 4 but Dvorak (
http://www.pcmag.com/, 14-09-2003), estimates 30 
billion Windows crashes a year from Microsoft’s own 
data, (every machine crashes about once a week).

So would you choose this to run a warship ?

(Incidentally, it isn’t just warships ¼

· Systems running NT are closely implicated in the 
August 2003 power blackout in the US Mid West.)
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The USS Yorktown in “ Please wait 
...”  mode

“What does ‘You have
performed an illegal act’
mean sir ?”
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Interaction between system 
components

Airbus A340 G-VAEL 16/09/94, Heathrow:

· Software error calculated fuel incorrectly.

· Both screens went blank, ªPlease wait ...”.

· Plane turned right when instructed to turn left.

· Plane descended at 9 degrees when instructed to 
descend at 3 degrees.

Not all of these yet believed fixed.
(For more try http://www.open.gov.uk/aaib)
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An Airbus having a bad day

A Tarom airlines Airbus which performed an uncontrolled dive,
climb, roll and spin near Orly in 1995 due to ‘a fault in the automatic pilot’ .
The plane landed safely, a tribute to the pilots’  skill.
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Airbus involved in softwall 
failure

29/Sep/2000

Indian Airlines Airbus A320 flight IC229 had to circle 
Gauhati airport several times because an elephant 
broke through a wall and strolled around the airport.
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Cost ...

Milstar communications satellite, USAF, 30/Apr/1999

· Software uploaded into Centaur upper stage on the 
Titan 4B booster rocket put the satellite into the wrong 
orbit rendering it useless

· Loss of over 1$ billion.
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Cost ...

Cars too ...:

· 22/July/1999.  General Motors has to recall 3.5 million 
vehicles because of a software defect.  Stopping 
distances were extended by 15-20 metres.

· Federal investigators received almost 11,000 
complaints as well reports of 2,111 crashes and 293 
injuries.

· Recall costs ?  (An exercise for the reader).



©Copyright Les Hatton, 2003Software Failure Seminars, Les Hatton, UKC, December 2003 , (slide 1 - 24)

More cars: Software safety defect hits Ford

· 14/Sep/2000.  Production of year 2001 models of Ford 
Windstar, Crown Victoria, Mercury Grand and Lincoln 
stopped because of software defect causing airbags to 
deploy on their own and seatbelts to tighten suddenly.

· This stopped production for several days at Ford of 
Canada and other sites.  At least 15,000 cars have to 
be recalled and fixed.

· The software was out-sourced.

· Recall costs are not yet known.

Cost ...
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And yet more cars:

· 20/May/2002.  2000 top of the range BMW cars had to 
be recalled because of a software defect in the fuel 
injection pump.

http://www.heise.de/newsticker/data/uvo-28.05.02-002

(Software based recalls are becoming increasingly 
common in cars).\

· In September 2003, Mercedes reported that they were 
reviewing early time to market in the wake of defects 
in automotive software systems which ‘were proving 
hard to debug'.

http://www.autonewseurope.com/

Cost ...
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Banks: January 2003, Coventry Building Society UK

· Software failure after a ‘routine security upgrade' led 
to GBP 850,000 being withdrawn from ATM machines 
over 5 days without being detected.  The software was 
out-sourced to the supplier Alaric.

Medical systems: July 2003, Misys, UK

· US FDA posted a recall saying ªthe product 
demonstrated a defect that could result in inaccurate 
results ¼ ”  Shares dropped by 5%.

· UK Daily Express 14/Oct/2003

Cost ...
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± 12/May/2003.  “Thailand' s finance minister trapped in his BMW 
when the doors and windows locked automatically and the air-
conditioning switched off when the computer crashed.”  Reuters 

± 12/May/2003. “A software failure in the Soyuz TMA-1 was 
responsible for the 400 mile navigation error.”

u (Note that this is not the first time this software has failed.  In 1997, the 
control computer first of all almost caused the two halves of the spacecraft 
to collide and shortly afterwards aligned the spacecraft for re-entry nose 
first rather than heat-shield first.)

Not a good day
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Air-traffic control problems

· The new UK National Air Traffic System (NATS) 
stopped three times in 5 weeks in April-May 2002 
causing huge delays.  Each time was due to a 
different kind of software failure.  

· This system cost around $600 million and was 6 years 
late.

Inconvenience ...
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More web problems

· The new UK online tax return system introduced in 
2002 was temporarily withdrawn in May 2002 because 
the software did not clear the form properly before the 
next person used it leaving confidential details visible.

Inconvenience ...
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Delayed appearance

Lets ask a simple question:-

“ If different sets of programmers program the same algorithms in 
the same programming language and feed them the same data 
with the same disposable parameters ...

How well do the results agree ?”

As a counterpoint, lets imagine that people drill $30 million oil 
wells on the results :-)
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How seismic data are acquired

Boats like these acquire
between 1 and 5 Mb per
second for several weeks.

A typical survey might
contain 5 Terabytes.
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T2 details

± 9 independently developed commercial versions of same 
~750,000 F77 package of signal processing algorithms.

± Same input data tapes.
± Same processing parameters, (46 page monitored specification 

document).
± All algorithms published with precise specification, (e.g. FFT, 

deconvolution, finite-difference wave-equation solutions, 
tridiagonal matrix inversions and so on).

± All companies had detailed QA and testing procedures.
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v Overall goals were:
± To estimate the magnitude of disagreement.
± To see what form disagreement took.
± To identify poorly implemented processes.
± To attempt to improve agreement by feedback confirming 

nature of fault.
± To preserve complete confidentiality.

Basic goals of T2 experiment



©Copyright Les Hatton, 2003Software Failure Seminars, Les Hatton, UKC, December 2003 , (slide 1 - 34)

Data analysis

v Analysis goals were:
± Analyse at 14 "primary" calibration points and 20 

"secondary" calibration points.
± Analyse data in multiple windows.
± Use two sets of independently developed analysis 

software to improve confidence.
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How seismic data are processed and 
how the experiment was done

Process 1
Process 2
Process 3
Process 4
…
…
…
…
Process 14

Data from boat

Geologist

Test for
differences at
each stage.
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Similarity v. coordinate: No feedback
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Defect example 1: feedback detail
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Similarity v. coordinate: Feedback to 
company 8
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Defect example 2: feedback detail
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Similarity v. coordinate: Feedback to 
company 3
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The end product: 9 subtly different 
views of the geology
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Stereotypes - precision

and banks ...:

· Bank of New York had to borrow $24 billion for one 
day from the U.S. Federal Reserve

· Software failure due to overflow of 16-bit counter (rest 
were 32-bit counters), stopped processing of incoming 
credits

· $5 million per day interest charge.  (Bug was 
fortunately fixed in one day).
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Stereotypes - precision

and missiles ...:

· The Patriot missile missed an incoming Scud in the 
1991 Gulf War

· 29 people were killed

· The tracking software failed because there were 
anomalously two representations of the constant ª0.1”, 
one in 24 bits and one in 48 bits.  The difference 
amounted to around 700 metres and the Scud 
escaped.
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Stereotypes - precision

Ariane 5 :-(
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Stereotypes – precision
What goes up ...
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How Ariane 5 failed 
...

Actuator (steering) software actually written in Ada, 
but it is equivalent to the following C code: 

short s;

double d;

...

s = d;
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Anatomy of another big bug 
...

In Ariane 5, the following sequence occurred:-

· A 64-bit floating point number was forced into a 16-bit 
integer in a non-critical component

· When it overflowed, the programming language (Ada) 
generated an exception which was allowed to shut 
down the system including critical components for 
actuator control

· The system had twin-channel redundancy but the 
same software was running in each channel.

· If a sloppier language had been used, there would 
have been no crash
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Post-mortem analysis
Source Compl ete

rel i ance on
sof tware

Re-use Preci si on
probl em

Over-ambi t i on
i dent if i ed

ªQui ck-Fi xº

AT &  T YES YES

JAS Gri pen YES YES

Ai rbus G-VAEL YES YES YES YES

Th erac-25 YES YES YES

Bank of  New York YES YES

Ch emi cal Bank YES YES

USS Yorktown YES YES YES

Patri ot  Mi ssi l e YES YES

Ari ane 5 YES YES YES YES

GM ABS brakes YES
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Indifference and endemic 
belief

The Chinook saga
· In 1994 an RAF Chinook crashed on the Mull of Kintyre killing 29 people 

including senior security personnel from Northern Ireland

· The pilots were blamed for ‘gross negligence'

· The requirement for a charge of ‘gross negligence' is ‘no doubt whatsoever'

· Unexplained engine surges and doubts over the FADEC (Fully Automated 
Digital Engine Control) reliability had been occurred on several occasions 
before the crash.  Numerous static faults were found by Boscombe Down.

· An EPROM failure switch was found to be set in one of the engines after the 
crash.

· The MOD claimed and continues to claim that the software is perfect and 
that the verdict is safe.

Discuss ¼
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Indifference and endemic 
belief

Software engineers too often believe defects can be 
eliminated and do not plan for their inevitable 
appearance.  Some lessons:-

· Software failure is expensive and very unpredictable

· Faults can have very long lifetimes before failing

· Diagnostic hooks are very inadequate in released systems

· Repetitive failure is very common in software systems

· Many software failures could have been avoided using techniques 
we already know how to do.
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Lessons to learn ...

v Just to show that reluctance to learn isn’t solely the 
preserve of software engineers ...
± The DC-10 cargo door saga

u In the six months prior to the dreadful crash of the Turkish Airlines DC-
10 in Paris in March 1974, there had been no less than 1000 cargo 
door incidents amongst the then 100 strong fleet of DC-10s.  They 
were ignored.

u In this incident, the cargo door fell off, and the resulting de-
pressurisation caused the cabin floor to collapse severing vital control 
cables..
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The author’s favourites ...

· ªEntire Montgomery Ward warehouse goes missing 
for 3 years”, (search ªMontgomery,Ward” – RISKS)

· An error in the input program lost the warehouse in Redding, 
California.  The staff didn't like to say anything because they 
thought they had lost their jobs but the pay-cheques continued to 
arrive.

· ªComputer program drives Arab to sexual 
exhaustion”.

· (Computer talk 1/2/88 - an unfortunate bug in the gentleman's 
harem organisation program led to his downfall).

· The US Navy's wonderful intelligent torpedo ...
·  (Leveson, STAR'93)
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Useful links

v On software failure:-
± http://www.catless.ncl.ac.uk/Risks, (general failures)
± http://www.rvs.uni-bielefeld.de/publications, (aircraft)
± http://www.bugnet.com/, (PC)
± http://www.leshatton.org/


