" SOFTWARE FAILURE : FOLLIES AND FALLACIES "

Software failure is becoming big news. It costs a fortune and much of it could have been avoided.
Les Hatton discusses some common misconceptions.
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Introduction and some follies

Software failure is becoming a serious issue, Aijane 5provided arecent spectacular example of

how asimple mistake,entirely avoidable, wasallowed to sneak througthe software verification

stage and cause an immensely expensive failure. However, it is not just the aerospace industry which
suffers such traumas. In January 1998ingle misplaced statement in AM&T switching system
inserted as part of a three line softwdig", caused the entire eastes@aboard othe United States

to lose its telephondsr severalhours. The cost waswidely documented at arouriie $1 billion

mark. Again,the problemwas entirely avoidable. In factmany of thesoftware failures we are
beginning to experience share two things in common:

a) they are immensely expensive mistakes
b) they could have been avoided using simple techniques we already know how to do.

One of the reasons why software failure is becoming so pervadivat athough the public may
not realisait, the amount ofsoftware in consumeelectronic devices isloubling around every 18
months. The new generation of line-scan televisions contain very large amounts of codeasn do
Even the humblelectricrazor containsoftware,euphemistically termethead-adjusting'software,
although it is not clear which head is being referred to here.

The public at largdasbeen schooled tacceptpoor quality software throughhe medium of the
ubiquitous PC. Taive someexample of the failure rates efich devicesTable 1shows my own
personal experience clocked up over a period of seyeaat. Each time myown computerfails, |
log the reason anceffect in aspreadsheet. Itmight seem dlittle tedious, but only through
measurement can we recognise a problem and keasnto avoid it. These results do nahake
pleasant reading artthrow into starkrelief the Windows v. Unix "wars"raging in corporations
aroundthe world. The one thing people do not seemctmsider is reliability, sdor those big
corporations out there, please study this table carefully. It is a personantigvbut it isreal data
and is consistent with many people's anecdotal experience.
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Environment Observed reliability
Windows'95 + Professional Office 1 defect every 42 minutes; 28% reboots
Macintosh OS + Microsoft Office 1 defect every 188 minutes; 56% reboots
Various flavours of Unix < 1 per year; no reboots
Linux None yet recorded in 3 months of medium load.

Table 1: My personal experience with various machines in the last few years. The Windex{e®&nce is based on
around 6 months use but the defect rate is getting worse.

The question is: will the public at large put up with PC levelsadfwarereliability in aconsumer
electronics product ? Picture the scenario - it is the EuropearfFinal 1999, and the television
needs to be rebootasvice during the match. If you,the reader,think this is an excessively
pessimistic scenario, just wait another year for the millenium and watch what hapgeswadold's
financial and other systems.

The main problem is that software simply is not getting much better. It woulidd¢o thinkthat
modern workstations, new paradignmprovements in educatiobgttersystem software another
advances have led to significant reductionsl@fiects, andhat software is thereforemproving.
However, inspite of repeatedly switchingchnologiesthe number of defects p&000 lines of
source code (a common measure of software quality), is almost unchartigedast 15years or so.
For example, Figure 1, produced tine University of Maryland's SoftwarEngineering Lalwhen
analysing NASA-supplied data, shows the improvement in defect density at onebestiresourced
software development environments in the world.
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Figure 1. Graph published irthe Decemberl991 special issue of Businedgeekshowing thedrop in software

errors at NASA Goddard. If you study this graph carefully, you will see that due to an apparent cut and paste bug in
Microsoft Word | hadn't previously come across, the years along the x-axis are all spifteloy one unit. have

left this in to show you just how common (and irritating) this sort of bungling is.

Note that in spite of the Trojan efforts at NASA, great concern over quality and geegcallignt
resources at one difie best software engineering sitestime world, most ofthe improvement has
been achieved by improvirtige badones,not thegoodones The underlying improvement is only
from 6 per 1000 lines to around 5 per 10@@s in 15years. So weare more consistent that the
difference between the best and worst in any generation has reduced by about affaatpbof we
are not much better.
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Given that the amount of software is doubling every 18 months with a constant defect tiassity,
leads inevitably to the conclusion that the number of defects will double every 18 months.

The fallacies

Why is the industry in such a mess and why are we suffering from an increasiagbeptable level
of unreliability ? Unfortunately, the answer is quite simple. Software engineering is a branch of the
fashion industry as opposed tioe engineeringndustries. If youare asoftware engineer and
somewhat offended by this statement, condiderfact thasoftware engineering isharacterised by
an almost complete absenceanfy systematic form of measurement. Thasled to unconstrained
creativity, unsupported beliefs and correspondirgghatic if any, progress. As eesult we have
hundreds of programming languages, hundreds of paradigms and esstnatiadyne olghroblems.

In the '70s, structured design and programming were gointpke all thedifference; in theé80s, it
was the turn of CASE and in the '90s it appears to be object-orientation and formal metheash In
case,the paradigmarises without measurememstibsistswithout analysis and usually disappears
without comment sthat we are unable to leafrom the experiencethe fundamentabasis of good
engineering. This is essentiallige hallmark of an immature engineeridgscipline. Systematic
progress iseffectively disabled because marketisgouts whereasneasurement onlyvhispers.
Somehow, inthe nextfew years,before we do something reallyupidlike programming a nuclear
reactor safety system in an appallingly defined languagth as C++, (as | know ialready
happening - I've seen it with my own eyes), we have to do something about this.

This almostcomplete absence of measuremieasled to a number of beliefs becoming firmly
entrenched, many of whidre fundamental to the@ay wethink about software and most of which
are threatened by recent systems reliability data, some terminally. Let us go through some of these.

Belief: programming language is an important factor in system reliability

The choice of programming language excites hot debate amomggammers. Wall extol the
benefits of oufavourite programming language whilst denigrating other languageattractive to

us. In truth, published data from arouthe world of whichTable 2 is asubset showshat there is

no clear relationship between programming language and the defect dessisgemhamplemented

in thatlanguage. Ada, for example, supposedly rfaore secure than other languages produces
systems otomparable defeaensity. In contrast, C i®viled by many safety-related developers
and yet it isresponsible for some difie mostreliable systemseverwritten. Wecan concludehat
programming language choice is at best weakly related to reliability
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Source Language Errors /| Life-cycle
KLOC
Siemens - operating systems Assemblers 6-15 Post-del.
IPL - language parser C 20-100 PRE-delivery, therefore higher,
NAG - scientific libraries Fortran 3 Post-del.
Air-traffic control C 0.7 Post-del.
Lloyds - language parser C 1.4 Post-del.
IBM cleanroom Various 3.4 Post-del.
IBM normal Various 30 Post-del.
Loral - IBM MVS, Various 0.5 Projected, not actual !
NASA Goddard satellite planning studies Fortran 6-16 Post-del.
Unisys communications system Ada 2-9 Post-del.
Ericsson telephone switching ? 1 Post-del.
Average for applications all 25 Post-del.
Average for US and European applications all 5-10 Post-del.
Average for Japan all 4 Post-del.
Motorola ? 1-6 Post-del.
Operating systems, Akiyama, 1975 Assembly 20 Post-del.

Table 2: Defect densities from various studies in a number of languages.
Belief: Object-orientation makes a big difference to reliability

All aroundthe world, massive investments are beingade in object-orientated technology in the
belief that it is so self-evidently better that data is unnecessary. In fact, recent data casts serious doubt
on its manypromises. In aecentstudy comparingtwo similar systems ofsimilar size, (around
50,000lines each), one in C and one abject-designedC++, the resulting defect densities were
shown to be arounthe same a2.4 and 2.9 per 1000lines respectively[2]. Far more serious
however was the fact that this study showed tt@toverall corrective maintenancest, (the cost of

fixing bugsafter thesoftware hadeen released and alread§% of the entiresoftwarelife-cycle

cost), had increased by a factor of neatlyee.Otherstudies havesimilar reservations, [3]. This

study may simply reflect deficiencies in C++, but there appears to be little if any siatddior other
object-oriented languages such as Smalltalk or Eiffel. To conclude, such object-aietated there

is seems to extend the earlier conclusion that language has little effect on reliability, object-oriented or
not andthat themassive drive to object-orientation is another giaap sideways in which the
software industry appears to specialise.

Belief: Formal methods will be the big step forward

A great deal ofeffort hasbeen expended in recent timessupport ofthe conjecture that formal
methods, (the use of mathematically based notation in both specification and/or implementition),
lead to significant and indeed dramatic improvements in software reliability.

Formal methods unquestionably have a place, but where and to what extent ? In studgeoit
an air-traffic controlsoftware system comprising bottormally and non formally developed
components, [4] founthat pre-delivenfaults were not significanthaffected by theuse offormal
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specifications, whereas post-delivery faults were significantlybaneficially affected by a factor of
around 3. In othewords, had testing not been effective tims developmentthe resultingsystem
would nothave had particularly higteliability in spite of theuse offormal specifications. We can
deduce that formal specification appeareavtwk only in consortwith strict objective test targets to
produce a delivered system of very highability and a defect density @fround 0.7per KLOC.
Serious defects occurred some 25 times less often.

To summarise, formal methods treir own shouldnot be expected to improve matters much in
general, in that with current software engineering capabilities, it doesppear to be addressing the
weakest link. Only if used withother techniquesuch aseffective testing will their benefits be
realised and even then, the scale of improvement appears to be modest - an important step forward but
not a giant leap.

Belief: ISO 9001 and level of integrity have a big effect on intrinsic software
product quality

Much has been written of process initiatives such as ISO 9001, the belief being that the existence of a
consistent software procesd! lead to software products of higher quality. Adways, somuch

money has been investedhat the belief becomes a@amnd in itself. In fact, if wedefine intrinsic
software quality by theelative occurrence of statically detectafalalt, standards transgressions and
absence of overly complex components, this belief is manifestly wrong as discudséll iny[5].

In fact, in studies oftatically detectable fault in sevelahguages, he showetbat there islittle
relationship between the presenceso€hfault and either théevel of integrity of thecorresponding

code or its process certification. Standards transgressions also show no particular pattern.

Belief: In any system, the small well-structured components are the most reliable.

Of all the beliefs challenged in this articlehe belief thatdecomposing a system intemall
components improves reliability, is savaged to the point of no return by nundatasstsacquired

over the last few years in various languages, and yet it has been unchallenged for 25 years and indeec
has underpinnethuch of moderrsoftware engineering, [6].The languages includéda, C,C++,

Fortran 77,Pascal and varioudialects of assembler and cover application areas as disparate as
communicationsystems, operating systems, numerical analysis libraries, databaseagrospace
applications and son. The data isunanimous and no conflictindatahasyet appeared. Irother

words, the evidence is overwhelming.

The apparent language independent behaviour of this phenomenon led [6] to thagdlesteffect
is to do with the way humans manipulate symbdéta rather thaany particularepresentation, and
to derive a mathematical model of defect density based on memory breakdown in the human short and
long termmemory. Thismodel predicts th@bserveddefect density v. component size behaviour
well over a very broad range of component sizes as evidenced by Figure 2.
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Figure 2:Normaliseddefectsversusaveragecomponent size in statements fisserved datfrom Ada andassembler
systems compared with a prediction using the human memory model of [2].

Of particular interest in thebserveddata is that normalised defects appear torig logarithmic
with average component size. Of course they would have to be linear or wdesgdatomponents
to be proportionatelyorse than smallcomponents, sthe belief thatsystemsmade from small
components are intrinsically moreliableshould betreated as simplyrong, although it seems a
centre-piece oMmost object-oriented implementatiofts example. The problem becomes glaringly
obvious when the data is displayed as a defect density curve versus average componesit®iae as

in Figure 3.
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Figure 3: The U-shaped nature of the defect density ccongaredwith averagecomponent size. The position of the
observed minimum appears to be insensitive to language and occurs in the range 150-250 lines. In other words, in any
system, the 'mediunsizedcomponentsare by farthe most reliable. Thisurvehas been substantiated fada, C,

C++, Fortran, Pascahnd various assemblers over a vetisparate range ofpplicationareas andippears to be a
fundamental property of software systems.

Belief: Re-use will improve reliability

The logarithmic behaviour reported in theevious sectiorhas somanteresting implications. For
example, if an existing system is reduced in sigieig re-use, aimple calculatiorsuggestghat the
overall system reliability will initially getvorsebefore it begins to get better at very high levels of re-
use (typically that which reduces system size b§0%0). Furthermore, if aaxisting component is
re-used in a new design, the system reliability may also be prejudicedthelessusable component
is of at least as high quality déise new system, it hakween noted omumerous occasionthat
modified components, as re-usable components usaadlymay cause moreroblems than new
components. The implication of these data and observatidinatipredicting the effects oé-use is
in fact a very complex question to whittfere appears to be no simpleswer. Irreallife, re-used
components which were safe in their original environments were responsibite fynave failures in
Ariane 5, (see below)and alsothe notorious Therac-2incident inwhich a computer-controlled
radiation therapy machine massively overdosed six people.

What can we do about it ?

| stated rather tantalisingly at the beginning that a significant number of major failures could have been
avoided. Various studies sugg#sitaround 40% o#ll software failures coulthave been detected

before the code was even compiled using techniques we already kdow tAs anexample, Figure

4 shows the distribution of about a 100 different statically detectable faults in commercially released C
applications in a study done between 1992 and the present day using QAC, a deep-flow static analysis
tool from Programming Research Ltd. Very similar distributions occur in other languages and result
from the fact that alprogramming languages haweell-known loopholeanto which programmers

fall again and again. These can be broadly categorised into:

a) Items whichthe programming languageommitteewas unable to define unambiguously for
political or technical reasons, (explicitly undefined behaviour), for example reliance on variables
which have not been initialised.

b) Items the programming languagemmitteeforgot to define (implicitly undefined behaviour).
These are language dependent.

c) Inaccuracies in the programming language standard document itself.
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d) Items whichare perfectly well-defined butvhich programmers consistentipis-use. An
example of this category is the ability to leave a decision structure incomplete.

The sadfact is that many of thedeopholes could have been avoidetien the source code first
appeared Everydefect appearing in Figure 4 could have been avoided as theylstected simply
by inspecting the source code and not running it.
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Figure 4: The distribution of staticallgletectablefaults per KLOC (1000 lines ofcode) in commercially released
applications around the world measured between 1992 and the present daypddhevere generated fhe last twenty
years and come from many kinds of applications and industries around the world. Several million lines are represented.

Examples of avoidable failures:

A prime example othis isthe recent spectacular failure of Ariane 5. this casethe problem was

very simple. The programmers took a 64-bit floating point number and jammed it into a 16-bit integer
without checking to see if it could be correctly representedadr It couldn't,although the same
component had been used successfully in Ariane 4 where it turnéthbiitcould becausariane 4

had a different flight trajectory. The languageused was Adathe darling of the safety-critical
industries which just goes &how that if programmers inadvertentscrew thingsup, the language

isn't going to stop them.The reader may correctly divine that | anitie cynical aboutthis. The
reason isthat this particular mistakdnas occurred omany occasions ovehe years and waestill

persist in doing it. As a further example, a form of it was responsiblthéoEhuttle Challenger
failing to rendezvous witlthe damageddughes F/6Intelsat satellite inL992 at a reported cost of
around $400 million. In this casthe programmers concerned had inadvertefitted a 64-bit
floating point number into a 32-bit floating poimimber. The programming language again did not
prevent it. The resultant halving of precision amounted to too large a distance in space to complete the
rendezvous successfully.

So why do we allow such well-known problems to ocagain and agaiwhen we know how to
prevent them ? Beats me.
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