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The great Hotel Princesa Sofia bug mystery, 9/Nov/1999

Note the falowng eccentric behaviour inthe hotel
messaging system-
0 State: message waiting

1. TV issues message waiting banner and
requests hotel room

<Enter hotel room>
2. TV accepts and says press OK to continue
<Press OK>
3. TV returnsto state 1
<Press TV switch>
4. TV returns to state 1
<Press on/off switch> Py

3
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<Pull plug out of wall>




Overview of talk

Some observations on testing
The nature of fault

Repetitive fallure and diagnosis
Conclusions

EuroStar’ 99: v. 1.0, 30/Sep/1999, (slide 3)

© OC Copyright, 1999

Sl
A




Observations

0 Why dowetest ?
0 Gromng problens
0 Rsk management
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Why do wetest ?

0 Theclassicviewistofind fault. A successful test causesthe
systemtofalil.

0 Amore modern viewisthat testing does two things:-
— Hnasfaultsand
— Quantifies the run-time behaviour
0 Risk management
0 Demonstration of standard of care

0 To study severity of system failure

Jo XY
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Growing problems for testing

0 Testing is getting harder in modern systenms because of -
— Increasing conplexty
— Increasing coupling
— Faluresineducation
— * Reduced timeto market’

0 The balance between fault finding and risk assessment is
also changing because of :-
— Increasing diagnaostic pradlens

S
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Increasing complexity

The amount of saftware in consumer electronic productsis
currently doubling about every 18 months.

e Linescan TVshave~250,00lines of C.
e Therearearound 20000linesof Cinacar.

e  Modern commerdd passenger araraft have between2and 5
million lines of code in over a hundred conputer systens

EuroStar’ 99:v. 1.0, 30/Sep/1999, (slide 7)

Fre
||

© OC Copyright, 1999




Increasing complexity

For M modules and N paths per module,
complexity - M x N

Tests easy to construct but many required

This architecture is common in real-time systems
EuroStar’ 99: v. 1.0, 30/Sep/1999, (slide 8)
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Increasing complexity

Deep system

o Function 1

|- Function 1.1

= Function 1.1.

[Function 111
Function 1.1.1

= Function 1.1.

= Function 1.1.

= Function 2

For M modules and N paths per module,

and binary fan-out of

complexity - @)

N

4

InM[

[1- 2]

Tests hard to construct but not so many required
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Increasing coupling

Coupling isthe degree of interdependence between
otherwise separate systeims

e Intdecommunications systes, coupling can be very high

e Inoonsumer gopliances suchas cars, many corputer
systerrs comrunicate with each ather giving high coupling
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Failuresin education

Note the follong quaotations:-

“Our students graduate and move into industry without
any substantial knowledge of how to go about testing a
program. Moreover, we rarely have any advice to provide
in our introductory courses on how a student should go
about testing and debugging his or her exercises” .

“ Every programmer and programming organisation could
improve immensely by performing a detailed analysis of
the detected errors, or at least a subset of them of duty of
care”

“ An efficient program debugger should be able to pinpoint
most errors without going near a computer” &S

e 00.v. EINASEAEPressing aspect about theseis that they were made., g

INn 199 by Gen Myers.
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Easy faults....

Dereference pointer contents 0x0 at
strlen(...) called from
line 126 of myc_constexpr.c called from

line 247 of myc_evalexpr.c called from

line 2459 of myc_expr.c

Thisiscdled astacktrace. It pants unerringly a the responsible
cocke line and usudly takes anetter of momentstofix. Thisiswhy
panter fallures amount for ardativaly small amount of faillure in
released systens.

Jo XY
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... and hard faults

if (tolerance == acceptable tolerance)

Thisisaconparison o red valued variadles. It is brokeninnmost

programming languages. In 1982, the author and acdlleague
spent 14 weeks trying tofind thisinthe maddle of 70,000 lines of

signal-processing saftware, because it occasiondly behaved
dightly differently an one machine than anather. An acceptance
test found the synptans.
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How do faults lead to failure ?

0 Ed Adams of IBM (1984) found that

— ~330d dl faults only failed < ance every 5000 execution
years

— Thenost commonfallures, (> once every Syears) were
caused by only 2%6df the faullts.

— Any carrection hed about a 15%chance of introducing a
problemat least as big intothe system

0 Pfleeger and Hatton (1997) found (amongst other things)
that:-

— dtaticfaults and dynamcfalurewere highly carrdated ina
highreliaaility system
$
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The relationship between fault and failure
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Fault mean free path

0 AsVoas (1999) points out:-

— Asignificant number of deliberately injected faults caused no
changeinthe externa behaviour of the program

Note alsothat inspections find fault and dynamic testing finds
fallure.

S
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Failure rate of statically detectable faults

Data derived from CAA CDIS

Average Thorough
dynamic dynamic
testing testing
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Thefailuredensity U curve

For Ada, assembler, C, C++, Cobol, Fortran, Pascal, and PL/M systems:

Defects pgr
KLOC

»
»

Average componentcomplexity




Thefailuredensity U curve- invasivetruncation

Defects pgr
KLOC

[
»

Average componentcomplexity

In those systems where excessive complexity has been restricted, the
curve is truncated. Here a component specification issue is
closely involved with deciding the eventual optimal test strategy.

Jo XY
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Some observations on OO (Humphrey' s(1995) data)

Relative time to fix defects in C++
v. Pascal (Humphrey)

60 T
50 T

40 [ pascal
30 +

20 + O e+

10 T

. 1 | .

Code Unit After
review testing unit
testing

In OO systems, the cost-detection curve appears to rise much quicker
suggesting that inspection-weighted testing will be far more

effective. b
%
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Some observations on OO (Hatton’ s(1998) data)
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In these OO systems, around 5% of all failures took an extremely long
time to fix, although they were found easily. s
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The nature of fault

0 Ve can conclude:-
— Ceartandasses o fault yiedd much easier totesting than

athers.

— Catandasses d fault have noeffect onthe pragram s
expected behaviour.

— Cartandasses o fault fall but are entirely avadable.

— Most faults never fall

— Aknonledge of the design is necessary to determine the best
way totest it.

— The balance between fault finding and risk assessment

changes withdesign.
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An observable fact

Software systens are unigue aTongst engineering systens
Inthet tharr behaviour is dominated by repetitive failure.

Why ?

Jo XY
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Risk Management

0 All studies of real systens failure show:-
— It isoverwhdmingly likely thet systerms will fail
— Systens are dominated by repetitive falure
— Rdating faluretoaresponsiblefault or faults is getting nuch
harder leedingtoasubstantid “ don’ tknow' categary - the
diagnasis pradlem
All this leads us inevitably to recognise that fallureis an
Inevitable property of software systens and we should

assess therisk by test quantification and plan for its
management.
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Risk management

The Patriot missile problem, 1991

e ThePatria mssile mssed an incomng Scud inthe 1991 GuIf
War, whichthen killed 20 people.

o Thetracking soitware falled because there were anomalously
two different representations of theconstant “ 0.1° . Thisin
turn wes nultiplied by systemuptimetogive aspatid errar.

e Thedefect was found in systens testing toolate tofix.

o Thesystemcarriedthe message, “ Systemnust be rebooted
every 8hours’ . This keeps spatid error smell enough
Systemwes left up 48 hours.

aw |.._ ..."?I:.‘.
Ay
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More evidence for repetitive failure

35 T

30 +

25 T

20 T

15 +

Percent of post-delivery failures

o (¢
I
T

Major

Medium

Minor

Testing
Documentation
Unassigned

This data suggests that major / minor failure ratio is somewhere
between 5% and 10%. Note that fully 1/3 were not diagnosable.
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Diagnosis

Factors inhibiting diagnasis

e Systemconplexity and coupling

e  BEngineer over-gptimsmleading to poar diagnostics and
henceto poar diagnasis

¥y
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Diagnosis

Diagnostic

Distance

Distant Difficuit

Close | Mbcbrate

Poor
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Moderate, (distant/good)

An example fromreal life, Airbus A320 AR319, 258/88, (Mellor
(19A9)):-

« MAN PITCH TRIM ONLY, followed in quick succession
by ...

« Fault in right main landing gear

o Fault in electrical flight control system computer 2

« Fault in alternate ground spoilers 1-2-3-5

o Fault in left pitch control green hydraulic circuit

o Loss of attitude protection

« Fault in Air Data System 2

« Autopilot 2 shown as engaged when it was disengaged "":*3

EuroStar’ 99: v. 1.0, 30/Sep/1999, (slide 32) © OC Copyright, 1999 &

NI\ /L AA Z

1 AN_LA e 51 —
e LAVAITURT OSIVIUNLE




Airbus A340 G-VAEL, Sept 1994

Symptom The Hight management systemhung (and lats of ather
exating things).

Programmers effort:-

Pleasewat ...

Translation into English:-

The Hight Management Systemhas crashed and will take
dightly less than N of your earthmnutestoreboat. Try
whistling.

(This is still a problem after a very large amount of effort).
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Thegreat local bar disaster

Synptont Theauthar' sloca bar wes unabdle to dispense beer.

Programmers effort:-

Systemstressed...

Translation into English:-

The printer has run out of paper

S
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The computer for therest of us

Synptom Theauthor' slovely new G3 Macwould nat log ontotohis
Internet Service Provider

Programmers effort:-
Maorethan 64 TCP or UDP streais

Translation into English:-

The nodemis nat switched on

[ P NP o Y PSPy S A\
(Nearty s hours wasted):

Jo XY
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Moderate, (close/poor)

* Button push ignored”

o Thsappears onthe Hight Management Systemd a
McDonndll-Douglas MD-11, (Drury (1997))

It Isnat dear whet the progranmmer istrying to convey.
* Parisisthe capita of France” would have been equaly
useful.

o Thepilat dsonaed” Thearplane [computer system
manuals were witten as though by areatures from
anather planet” .

Fre
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Thereasonsfor repetitive failure

The follonmng factors very commonly appear:-

o  SOftware enginears expect thair systens towark rather than
accepting their inevitable failure and planning accardingly

o  Software systenrs are dharacterised by exceptiondly poor
diagnosis and frequently inconrehensible user manuals

o  Software systenrs are getting nuchlarger and moretightly
coupled ingenerd

e \Wedo' tlearnfromour mstakes

Fre
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Repetitivefailurein the outsidde world

0 Just toshowthat reluctancetolearnisn’ t solely the preserve of
software engineers ...
— The DG-10cargodoor saga

0 In the six months prior to the dreadful crash of the Turkish
Airlines DC-10 in Paris in March 1974, there had been no less
than 1000 cargo door incidents amongst the then 100 strong
fleet of DC-10s. They were disregarded.

0 In this incident, the cargo door fell off, and the resulting de-

pressurisation caused the cabin floor to collapse severing
vital control cables..

Jo XY
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What we would liketo do

Diagnostic

Distance

Distant Difficuit

° ~
~
~
~
~
~
~

Close | Mbcbrate

Poor

Education
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The influence of poor diagnosison testing

0 Inessence poor diagnosis has the followmng inplications for
testing

— Testing priarity smtches in favour of risk management. Tests
find defects which cannat be corrected.

— Testing is nat only assessing the rdiaaility of the product but
its sensitivity. \AAII-designed products respond easily to
corrective maintenance, (and don’ trequiremuchdf it !).
(Think of car engine evdution)

— Oned therespongibilities of testing isto assess
diagnosahility

Fre
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Testing isan economic trade-off

»

ROCOFt o, »~ Measured reliability

Fitted Curve

Desired reliapility

-
>

USAGE TIME

The point at which testing stops is the point at which it is economically
viable to stop given the trade-off between early availability and
the risk of failure. It is manifestly NOT an engineering decision. b
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Testing isan economic trade-off

\4

Late requirements change

\4

Replacement of testers
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Conclusions

0 Testing is getting harder
0 Testing isincreasingly concerned with risk assessment
— Diagnosisis much harder
— Systenrs are nuch bigger and nore tightly-coupled
0 Testing isitself adiagnostic for the development process
0 Testing should play amuch bigger role in design
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