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Control Process feedback - the essence of engineering improvement

Process Product

Measure samples 
of product for 

quality

Feed-back into 
Process to 
improve it

If you want to improve reliability, measure and

analyse failures - root cause analysis
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v Overview
v Characteristics of modern embedded 

systems
v Challenges for the future

Road Map
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Why I hate PCs ...

v Attempt to load the New Millenium Encyclopaedia on Windows 
‘ 95, (machine response in italics) on 25/Feb/2000.

u Put CD in

u Do you wish to install Internet Explorer 5.0 to fully enjoy your 

multi-media experience ?

u Yes

u Installation may take some time.  Please wait ...

(Several minutes of whizzing and chattering noises from the 

CD ensue followed by ...)

u Do you wish to install Internet Explorer 5.0 to fully enjoy your 

multi-media experience ?

u No.  Retire to garden, stand on bird-bath and scream a little.
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Things to entertain airline pilots ...

Airbus A340 G-VAEL 16/09/94, Heathrow:

• Software error calculated fuel incorrectly.

• Both screens went blank, “ Please wait ...” .

• Plane turned right when instructed to turn left.

• Plane descended at 9 degrees when instructed to descend at 
3 degrees.

Not all of these yet believed fixed.
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An Airbus having a bad day

A Tarom airlines Airbus which performed an uncontrolled dive,

climb, roll and spin near Orly in 1995 due to ‘ a fault in the automatic pilot’ .

The plane landed safely, a tribute to the pilots’  skill.
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and ship captains ...

Warships:

• The ultimate high-tech USS Yorktown (known as the 
‘ Smartship’ ) was left dead in the water off the coast of 
Virginia for an hour on a weekend in September, 1997 due to 
software failure

• The ship had to be rebooted

• (Perhaps there should be an international flag signal for 
“ Please wait ...” )
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The USS Yorktown in “ Please wait ...”  mode

“ W hat does ‘ You have

per formed an i l legal act ’

mean sir  ?”
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Software safety defect hits Ford

• 14/Sep/2000.  Production of year 2001 models of Ford 
Windstar, Crown Victoria, Mercury Grand and Lincoln 
stopped because of software defect causing airbags to deploy 
on their own and seatbelts to tighten suddenly.

• This stopped production for several days at Ford of Canada 
and other sites.  At least 15,000 cars have to be recalled and 
fixed.

• The software was out-sourced.

• Recall costs are not yet known.

and cars ...
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The author’ s favourites ...

• “ Entire Montgomery Ward warehouse goes missing for 3 
years” .

• An error in the input program lost the warehouse in 
Redding, California.  The staff didn’ t like to say anything 
because they thought they had lost their jobs but the pay-
cheques continued to arrive.

• “ Computer program drives Arab to sexual exhaustion” .

• (Computer talk 1/2/88 - an unfortunate bug in the 
gentleman’ s harem organisation program led to his 
downfall).

• The US Navy’ s wonderful intelligent torpedo ...
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Modern embedded systems are characterised by:-
– Exponentially increasing complexity
– Chaotic behaviour
– Higher coupling
– Testing difficulties
– Very high cost of failure

Characteristics of modern embedded systems
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Exponentially increasing complexity

The amount of software in consumer electronic products is 
currently doubling about every 18 months.

• Line-scan TVs have ~250,000 lines of C.

• There are > 1,000,000 lines of C in a car.  This occurs 
throughout the car with substantial amounts of critical code in 
air-bag control, braking systems and engine management.

• Network management systems have multi-million lines of 
code.

• Aircraft have between 1 and 10 million lines of code.
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Growth of software in Airbus A3XXX

Year introduced into service
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Chaotic behaviour

AT & T Jan,  Jan 15, 1990:

• Single misplaced line of C in 3 million lines by-passed network 
error-recovery code

• For 9 hours, millions of long-distance callers just heard 
message “ all circuits are busy”

• Reported $1.1 billion loss
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Higher coupling

Most modern systems are implemented as networks

• The Airbus A340 has more than 150 communicating computer 
systems
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Coupling and diagnosis

An example from real life, Airbus A320 AF319, 25/8/88, (Mellor 
(1994)):-

• MAN PITCH TRIM ONLY, followed in quick succession 
by ...

• Fault in right main landing gear

• Fault in electrical flight control system computer 2

• Fault in alternate ground spoilers 1-2-3-5

• Fault in left pitch control green hydraulic circuit

• Loss of attitude protection

• Fault in Air Data System 2

• Autopilot 2 shown as engaged when it was disengaged

• LAVATORY SMOKE
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Embedded systems:
The principle test barriers are (in no particular order):-

u Communicating with the running system on an embedded 

target

u Lack of space

u Lack of reasonable run-time library facilities in compiler

u Lack of coverage (profiling) information

u Difficulty of setting up and automating tests

u Length of time to prepare a test run

u Setting up the hardware inputs

u Separating out application defects, compiler defects and 

hardware defects

u Diagnosing dynamic failure

Testing difficulties
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Cars too ...:

• 22/July/1999.  General Motors has to recall 3.5 million vehicles 
because of a software defect.  Stopping distances were 
extended by 15-20 metres.

• Federal investigators received almost 11,000 complaints as 
well reports of 2,111 crashes and 293 injuries.

• Recall costs ?  (An exercise for the reader).

High cost of failure
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High cost of failure

Cost of fixing defects
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– Diagnosis
– Testing very widely-used systems
– Deteriorating programming languages
– Inability to learn lessons

Challenges for the future
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Diagnosis

One of the central ways of improving feedback is good failure 
diagnosis.  However, several factors inhibit diagnosis

• System complexity and coupling

• Engineer over-optimism leading to poor diagnostics and 
hence to poor diagnosis

• and measurement suggests, increasingly complex paradigms.
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The prediction problem

Fault Failure

Prediction

Diagnosis

Prediction is in its infancy and diagnosis is becoming more difficult
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Diagnosis
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What we would like to do

D i a gn ost i c
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Difficult
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Poor Good
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Education
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The great local bar disaster

Programmers effort:-

System over-stressed ...

Symptom: The author’ s local bar was unable to dispense beer.

Translation into English:-

The printer has run out of paper
(Try explaining this to a thirsty native)



v. 1.1, 11/Oct/2000 , (slide 1 - 28).  ESA, 16/10/2000 ©  L.Hat t on, 2000-

The inscrutable ...

• This appears on the Flight Management System of a 
McDonnell-Douglas MD-11, (Drury (1997))

• The pilot also noted “ The airplane [computer system] 
manuals were written as though by creatures from another 
planet” .

Programmers effort:-

Button push ignored
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All faults

Those faults
which fail

Testing very widely-used systems
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Mean time to fail in Adams (1984)
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Scope of Standard 
language

Subset of 
well-defined 
features

Extensions
Subset of 
allowed features

The need for subsetting programming languages

Problems with programming languages
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Formally identified problem areas

v Problems with programming languages arise from:-
– The committee’ s work

u Undefined behaviour because of lack of agreement

u Mistakes

– Long-suffering users around the world finding problems and 
reporting them
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Fault frequencies in C applications 
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Fault frequencies in Fortran 77 applications
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Data deriv ed f rom CAA CDIS
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Where and how do defects occur historically ?

This study shows that statically detectable faults do in fact fail

during the life-cycle of the software.
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Conclusions on safer subsetting:
– We can prove the following:

u There is a class of defect in programming languages 

which to a significant extent is statically detectable, 

widely reported and entirely avoidable

u This class of defect evades conventional testing to 

the extent of around 8 residual defects per 1000 lines 

of code

u A significant percentage of this class of defect fails 

during the life-cycle of the code but we are not able 

to predict which faults fail, so we must remove them 

all.

– Engineer education and tool support is crucial to the 
control of this class of defect.

Where and how do defects occur historically ?
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Do languages improve with time ?

v Things get worse with time.  The following areas of C are 
problematic because the committee could not agree:
– At standardisation in 1990 (197 items)
– At re-standardisation in 1999 (366 items)

v By comparison, C++99 contains the words:-
– Undefined, 1825 times
– Unspecified, 1259 times.
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Why languages can’ t improve

ADD NEW
FEATURES

Re-
standardise
language

Recognise poor
features

Feedback
crippled by
backwards

compatibility

Using the model of control process feedback, we see that

the feedback stage is crippled by the “ shall not break old

code”  rule or “ backwards compatibility”  as it is more

commonly known.
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Language standardisation ...

v Language standardisation disobeys control process feedback in 
several important ways:-
– It is characterised by often unconstrained creativity
– It completely ignores measurement
– The ‘ must not break old code’  rule means feedback is crippled so 

although things are continually added, little gets taken out in 
practice.

– It can be a political as well as a technical process.
A control process engineer would conclude that languages can never 

improve.
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Failure to learn lessons

v Arithmetic misbehaviour - paranoia examples
– Sparc Classic, 1993.  Full compliance with IEEE 754, acc.
– 266 MHz. Pentium II, 8/1999, Linux 6.0, gcc 2.7.2

u FAIL: (1-U1)-1/2 < 1/2, where U1 is smallest fp separation

u DEFECT: No guard digit in *, / and -

u FLAW: Incorrect rounding on *, /

u DEFECT: sqrt(X) not monotonic for X ~ 2.00000e+00

u SERIOUS DEFECT: sqrt gets too many last digits wrong

u DEFECT: Z^i error may invalidate financial calculations

u and so on ...

– 233 MHz. PowerPC, 6/2000, MkLinux, gcc 2.7.2
u One minor defect
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Failure type distributions,

Vinter &  Poulson (1996)

Defect  t y pe dist r ibut ions
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The general difficulties of dynamic testing in embedded systems 
along with their growing complexity suggest:-
– There should be no residual statically detectable fault.
– Code inspections should be heavily used
– Historical failure data should be used
– We should use what we already know about systems failure

Getting the balance right
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For more information on safer subsets, static testing, 
downloadable technical publications and tools and other 
links, you are invited to browse our site:-

http://www.oakcomp.co.uk/

More information ...


