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Overview of talk

0 What is Linux ?

0 Howreliableisit ?
0 \Why ask the question ?
0 Howdidit get thisgood ?
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A short history of Linux

— Sartedin 1991 by Linus Tarvalds whowanted a
chegprdiable O5far NsPC

— It has nowgroan to be supparted by hundreds of

very able developers working vauntarily onthe
Internet

— ltisfredy distributed over the Internet and also
packaged by anunber of organisations, Red-Hat,
SUSE, Mandrake, Cadera, Debian and Sackware.
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A short history of Linux

— Itisafull multi-tasking, multi-threaded symmretric
nulti-processing gperating system

— It isquated as being responsible far running
around 54%df the servers onthe Web using

Apache
— ltisfredy distributed under the GNU Public
Licence

— ltsrdiaility is legendary, (more later)
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A short history of Linux

— |t should redly be knoamn as GNU/ Linux. (The
GN\U organisation wes founded by Rdhard
Sdlmeninthe* 80s).

— Itisvery conpact and will run confartably in 16
Moona386PC

— Inthelast year, Orade, IBMand many ather ngjor

Industry conpanies have begun to support
products onit.
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A short history of Linux

— ltisvery hghy partable

— Itisfully Posix conpliant

— Thenumber of gpplicationsis gronng at an
avezing rate

— It distinguishes between‘ development’ and
* stability’ releases
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Linux reliability in MTBF
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Personal data due to Hatton (2000)
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Linux reiability

Other sources of datac-
— Centrd Virginiapower distribution, (Petree (1999))
0 “The [Linux] systems software has never failed nor

caused us a single problem through thousands of hours
of continuous uptime.”

— Banking, (Shoham(19998))
0 “During stress testing, we discovered 2 separate OS
bugsin MVS (IBM’ s venerable mainframe operating

system), but no problems and no bugs in the Linux
servers.”

0 “Itis interesting to note that the least expensive
component of the system and the one with no formal &3
asm2000,v 1.1, oz 2000, sice & ENAON SUpport has been the source of the fewest (i.e. Ll
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Linux reiability

COther sources of datar-
— Internet server, (Qgbuji (1999))
0 “For several months a single Pentium Pro-based server
running Linux ran mail, DNS, central logging, IMAP,

SMB and WWW for over 1000 users with little or no
downtime.”

— Driving acar round the Mille Miglia, Italy, (Bertazzi (1999))

0 “The number of faults found in the (Linux) system
components was zero over the last two years.”

0 Note that this electric car achieved over 90% automatic
(hands-off) driving using two CCD cameras and p
electronic controls all handled by a Linux PC in the car. “'f
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Linux reiability

Applications:-
— Qpen source gpplications

0 These tend to be very reliable. No defects so far found

in software development after 3300 hours. Star Office
also appears to be excellent.

— Applications ported fromPC
0 Corel WordPerfect 8, (Linux edition) immediately core-
dumped when trying to open the same 1.4 Mb. Word file

on which Star Office performed effortlessly. So, no
change there.

Jo XY
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Linux performance

Note that the reliability does not seemto be at the expense of

performance:-
— Interfacetests of commerad product. (20rapid button
presses tolaunchthe application) -
Time taken toreturn Time taken to return
(Windows NT 4.0) (Linux Red-Hat 6.0)
4.0 seconds 0.4 seconds
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Why ask the question ?

0 Process quality v. product quality
0 The CMM and Linux
0 \What Is unusual about Linux developrment ?

Jo XY
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Process quality v. product quality

— There has been abdlief for anunber of years that
goad process qudlity is anecessary condition for
good product quality. (Insomequartersitis
considered suffident aso)

— (Good process qudity is built around process
mooels such as the OMM, 1ISO9001 and soon
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Why ask the question ?

0 Process quality v. product quality
0 The GMM and Linux
0 \What Is unusual about Linux developrment ?
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The CMM and Linux

— The CVMis afive-levd process modd -

Level 1: Chaotic

|

|

Level 2: Repeatable
Level 3: Defined

O

0 Level 4: Managed

0 Level 5: Optimised

In an assessment of Linux, Hatton (1999) conduded
thet Linux has key fallures at dl levels induding
levd L
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The CMM and Linux

— BamleOvM Leve 1falures

0 Requirements management™

0 Software project planning”

0 Software project tracking and oversight”
0 Software subcontract management

0 Software quality assurance

‘Nat sordevant asthereareno’ offiad’ deadlines

“Initidly nat rlevant as it wes inplementing aknoan
AP

S
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The CMM and Linux

— BamleOvM Leve 2fallures

0 Organisational process focus
0 QOrganisational process definition
0 Integrated Software Management
These are essentialy management issues. (Linux
ISn' t strong on manageant).

Jo XY
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Why ask the question ?

0 Process quality v. product quality
0 The CMM and Linux
0 What is unusual about Linux development ?

Jo XY
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What isunusual about Linux development ?

— Onea twotecndogies are exenplary

0 Configuration and build management is
arguably amongst the best in the world. It is
distributed and uses core open source
technologies such as RCS, CVS and RPM.

0 The open source model leads to very large
scale code inspection

— Communicationis very good, (they are vaunteers)
— They naturally work in small groups (up toaround
6)
— Thequality of the develgperstendstobe
outstanding &3
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The importance of high-quality developers

This has been noted on many occasions

0

asmz000,v 11, 02mar2bd, Q@A) lel in the same programming language

Brooks (1975) first talked about the importance of engineer
quality.

Knight and Leveson (1986). Independent versions of the same
program requirements in Pascal varied in size by more than a
factor of 3 and dramatically in reliability

Curtis et. al (1988) talked about the importance of central
architects in maintaining coherence

Coplien (1994) emphasised this in the development of Borland’ s
Paradox

Hatton (1995) noted dramatic variations in injected defect density
by different programmers implementing the same requirements &3

A
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Prechelt (1999) noted in Java/ C++ / C efficiency comparisons
that the programmer made far more difference than the language.




Satic defect ratesin C applications

Average

Weighted fa{ults per 1000 lines.

1) c B (O] n ) B [%))] (%))
o g > 55 2 8 8 22 8 g @ @9 = E E

[ | ] Y o '% R = o o o
g2 8058 5 8838 5558388
O w a o & o 2 55 5

There is no obvious relation between these and whether
or not the company concernedused ISO 9001
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Occurrenceratesin F77 applications

[ (140 /KLOC)

Average

These two applications are the same but T T
were developed independently in
different companies
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How did it get thisgood ?

Note the follomng:-
— Relevancetocomerad organisations ?
0 The Linux model has no deadlines, only good intentions

0 It operates strictly on the open source model (OSS) which most
intellectual property lawyers are genetically incapable of
understanding

— It gopearstordy onasdl nunber of excellent tedhndogies, dl
informally supplied:-
0 Individual engineer excellence and coherence
0 State-of-the-art configuration control
0 Large-scale code inspections

0 Commitment ﬁ
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An important addendum on Apache

Note the follomng:-
_ Inparalel withthiswork, Mockus, Fielding and Herbsleb (2000) at
Lucent studied Apache. They conduded:-
0 There are around 400 developers but the top 15 developers

contributed 83% of the changes, 88% of added lines and 91% of
deleted lines, (c.f. “ The Mythical Man Month, Brooks, (1975)).

0 The released defect density was a little worse than comparable
high-reliability commercial products but the initial defect density
was much lower confirming the benefit of inspections and
balancing the much lower level of system testing.

0 Code ownership is based around recognition of expertise.
0 Problems are turned round very rapidly, (> 50% within 1 day).

&3
0 Corrective maintenance was around 11% of all maintenance.
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An important addendum on Apache...

Lessonstolearn:-
— Asinthiswark, Mockus, Helding and Hertosleb at Lucent conduded:-

0 A core of experienced domain-aware developers is fundamental
to reliability

0 Large scale code inspections even informally carried out are
extremely effective at reducing the defect injection rate before
dynamic testing even begins.

S
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An important addendum on Apache...

Hypotheses totest further:-
— Mockus, Helding and Herbsleb at Lucent also hypothesised:-

0 In successful OSS development, a group larger by an order of
magnitude than the core will repair defects and a yet larger group
(by another order of magnitude) wil report problems.

0 Even with a strong core, if the surrounding maintenance cloud is
missing, the development will die. (This is the Darwinian effect
described by Hatton (2000)).

0 Defect density in OSS development will generally be lower than
commercial code which has received a comparable level of
dynamic testing.

0 OSS developments exhibit very rapid responses to customer Py
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Conclusions

Note the follomng:-

— It ispossibleto produce highly reliable softwere >-)

— The Linux model once again enphasises the inpartance of the
quality of individual engineers

— Cther facets of the modd may nat be sordlevant to commercid
developers

— It will beinteresting to see towhat extent we can take Linux
reliability. Inthe aritica goplications of the 21st century, very high
reliability will be necessary. This may be the only way o achievingit.

Cdllective source, cdlective responsibility
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